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Maximum reliability with Dual Hosting: Websites are 
hosted simultaneously in two data centers in two different 
locations. 

Free domain, free e-mail accounts, unlimited webspace 
and traffic, unlimited 1&1 Click & Build applications such 
as Wordpress, Drupal, Joomla - and and much more. 

%X NEW: Adobe® Dreamweaver® C$5.5 included free 
W ($399 value). 

IPv6 ready 

Free private domain registration. 
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* Offers end October 3r. 12-month minimum contract term and 3-month pre-paid billing cycle apply for web hosting offer. Standard prices apply after the first year for domain and hosting offer. Private domain 
registration for us and ca is not available. Free domain only with Business hosting package. Visit www.landl .com for billing information and full promotional offer details. Program and pricing specifications and 
availability subject to change without notice. 1&1 and the 1&1 logo are trademarks of 1&1 Internet, all other trademarks are the property of their respective owners. © 2012 1&1 Internet. All rights reserved. 
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IN BRIEF 

TECHNOLOGY NEWS 



QUALCOMM ACQUIRES 
DESIGNART NETWORKS 

> San Diego-based 
Qualcomm announced it 
has acquired the Israeli SoC 
(system-on-chip) manufac- 
turer Design Art Networks. 
In addition to SoC compo- 
nents for 3G and 4G wire- 
less equipment, DesignArt 
Networks also provides soft- 
ware to improve functionality 
and help providers deliver 
better wireless data service. 



Q 



UALCO/WW 



"DesignArt and its products 
will both enhance and accel- 
erate our initiatives to drive 
increased capacity and cov- 
erage in mobile networks," 
said Craig Barratt, president 
of Qualcomm Atheros, the 
wireless semiconductor 
branch of Qualcomm, in a 
statement. Terms of the trans- 
action were not disclosed. 



FCC LAUNCHES MOBILE 
BROADBAND PERFORMANCE 
TESTING PROGRAM 

> The Federal Communications Com- 
mission recently launched its new 
Measuring Mobile America program, 
which will test mobile broadband per- 
formance throughout the U.S. in order 
to deliver accurate and detailed infor- 
mation to consumers. The new initia- 
tive will be modeled on FCC's existing 
Measuring Broadband America pro- 
gram. According to the FCC's press 
announcement about the new pro- 
gram, "the FCC will work with wire- 
less carriers, the public interest and 
research community, and 
other stakeholders to de- 
liver consumers detailed 
information about mobile 
broadband performance." 
AT&T, Sprint, T-Mobile, 
Verizon, and CTIA The Wireless Asso- 
ciation are slated to cooperate. 

SNA FORMS INTERNATIONAL 
PARTNERSHIP TO THWART 
SOFTWARE PIRACY 

>■ The SUA (Software & Information 
Industry Association), a trade organi- 
zation for software and digital content 
providers, has teamed up with FAST 
(Federation Against Software Theft), a 
UK anti-piracy organization, to launch 
an international campaign designed 
to curb software piracy. Ken Wasch, 
SUA president, wrote in an official 



blog post on the topic, "Just as soft- 
ware pirates do not operate within 
traditional geographic borders, neither 
should the organizations working to 
put them out of business." SUA and 
FAST will work toward improved in- 
tellectual property regulations and 
policies, better enforcement and U.S.- 
Europe cooperation, and collaborative 
research to serve the ultimate goal of 
shutting down piracy operations. 

NEW RESEARCH SHOWS 
BACKLIT DISPLAYS CAN 
DISTURB SLEEP 

> Researchers with the Lighting Re- 
search Center at the Rensselaer Poly- 
technic Institute report that spending 
two hours looking at a backlit display, 
such as those found in tablet computers 
and smartphones, can suppress the hor- 
mone melatonin. The pineal gland pro- 
duces melatonin when it's dark, helping 
to regulate our circadian system. When 
exposed to unfiltered backlit displays 
for two hours before bedtime, the re- 
sulting melatonin suppression tends to 
disrupt sleep, the study found, espe- 
cially in teens. Disturbed sleep in turn 
increases the risk for diabetes, obesity, 
and other diseases. The researchers 
found that one hour of exposure to 
backlit displays did not significantly af- 
fect melatonin suppression. The LRC 
hopes manufacturers will develop "cir- 
cadian-friendly" alternatives to today's 
device screens. 



WI-FI ALLIANCE LAUNCHES DIRECT LINK WIRELESS PROGRAM 

> The Wi-Fi Alliance has launched a new certification program for la- 
beling devices that incorporate the new TDLS (Tunnel Direct 
Link Setup) technology. Currently, when two or more devices 
are connected to the same Wi-Fi network, data exchanged 
TM among devices must pass through an access point. With 

1TDLS, data can transfer directly between TDLS-certified 
devices on a network without involving an access 
point. This is especially helpful for high-volume data 
transfers (such as that required for data migration, 
backup, and streaming multimedia content) as the 
technology alleviates access point bottlenecks, which in 
turn prevents traffic-related delays and accommodates 
increased data transfer rates all around. 
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IN BRIEF 

TECHNOLOGY NEWS 



MICROSOFT JOINS 
WINDOWS AZURE WITH 
WINDOWS 8 APPS 

> Microsoft has added a 
new mobile capability to its 
Windows Azure open cloud 
platform: Windows Azure 
Mobile Services. The new 
services enable developers 
to use Windows Azure for 
building cloud capabilities 
(data storage, user authen- 
tication, and push notifi- 
cations) into Win8 apps, 
according to blog post from 
Scott Guthrie, corporate VP 
for Microsoft's Server and 
Tools business. When a de- 
veloper creates a Windows 
Azure Mobile Service, the 
new service is tied to a SQL 
Database within Windows 
Azure and is then able to 
support remote storage 
and other capabilities for 
the app. Guthrie adds that 
support will be available 
"soon" for Windows Phone, 
Android, and iOS apps. 



RACKSPACE ACQUIRING MAILGUN FOR CLOUD-BASED EMAIL 

> San Antonio-based Rackspace Hosting announced that it would acquire 
MailGun, the San Francisco-based startup behind the programmable email 
platform of the same name. The MailGun solution, which includes the Mail- 
Gun platform and a 

^ffnk Web-based service, 

mM M jra ^% ^>^% enables developers to 

f&r rQCKSpQCe - h « - r? \ 

~ m pabilities, including 

the Open ClOUd Company tracking, into applica- 

tions without having 
to be an email expert 

or run an email server. According to a Rackspace blog post, the acquisition will 
"further enhance Rackspace's product portfolio, making it easy to integrate cloud- 
based email services into applications and websites within minutes." 



UNIVERSITY STUDY 
HIGHLIGHTS CAUSES OF 
EARPHONE DANGERS 

> Research has shown for years that lis- 
tening to earphones and headphones at 
excessive volumes can cause temporary 
damaged hearing and ringing in the 
ears. A new study from the University 
of Leicester in the UK, however, pin- 
points exactly how such hearing loss is 
caused. According to the study, noise 
louder than 110 decibels (that is, noise 
levels that are as loud as jet engines, 
or volumes that headphones and ear- 
phones can reach) strips the insulating 
myelin layer off of the nerve cells that 
carry electrical signals from the ears to 
the brain. Because myelin can reform, 
the researchers now know why this 
kind of hearing loss can be temporary. 



red hat 



RED HAT ACQUIRES 
POLYMITA TECHNOLOGIES' 
BPM TECHNOLOGY 

> Raleigh, N.C.,-based Red Hat has 
acquired the BPM (business process 
management) technology devel- 
oped by Barcelona-based Polymita 
Technologies. Red Hat will use the 



Polymita's user-friendly BPM tech- 
nology to enhance its JBoss Enterprise 
Middleware products, which are de- 
signed to help companies integrate ser- 
vices more efficiently. "Organizations 
that do not empower their business 
users to quickly and effectively modify 
automated business processes forfeit 
the ability to remain agile, competitive, 
and relevant," said Craig Muzilla, VP 
and GM of middleware for Red Hat. 
Muzilla added that Polymita's tech- 
nology "specifically complements 
JBoss Enterprise BRMS [Business Rules 
Management System] and jBPM [Java 
Business Process Management]." 

1&1 INTERNET LAUNCHES 
ONLINE SUCCESS CENTER 

V For business owners looking for 
advice about search engine marketing 
strategy, consistently getting the latest 
information about their businesses to 
their customers, the benefits of using 
Web analytics tools, and more, l&l 
Internet has launched the new l&l 
Online Success Center ( success.1and1 
.com ). This online destination for 
information expands l&l's port- 
folio of Web-based tools for 
business customers. The com- 
pany, which provides website 
building tools and ecommerce 
solutions, plans to add webinars, 
vid-eos, and podcasts to the Online 
Success Center in the future. 
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FAA TO STUDY USE OF 
PORTABLE ELECTRONIC 
DEVICES ON AIRCRAFT 

>■ Because of fear over possible in- 
terference with airplane navigation 
and other systems, passengers cur- 
rently have to power down their elec- 
tronic devices, including notebooks, 
tablets, and smartphones. But that 
may change as the Federal Aviation 
Administration is taking the first 
steps in examining whether passen- 
gers can keep their portable elec- 
tronic devices powered up during 
airplane takeoff and landing. A gov- 
ernment-industry group 
consisting of represen 
tatives from airlines, 
airplane and mobile 
device manufactur- 
ers, and pilot associa- 
tions will look at the 
safety of using portable 
electronic devices — from 
both a passenger and tech- 
nology standpoint — and perhaps 




set technology standards for using 
the devices during flights. 

IDC: IT SPENDING 
INCREASING, DESPITE 
ECONOMIC UNCERTAINTY 

> Worldwide IT spending is set to 
grow 6% this year, according to re- 
search group IDC, which is down just 
slightly from 201 l's growth of 7%. 
In the United States, IDC expects IT 
spending to increase 5.9% this year, 
down from the 8.5% growth last year. 
The software, storage, enterprise net- 
work and mobile devices markets set 
the pace and more than made up 
for weakness in the PC, server, 
peripheral, and telecom pro- 
vider equipment markets. 
"While this is a tough year 
for many IT vendors, the 
overall performance of the 
industry has been healthier 
than many expected in the first 
half of this year/ 7 says Stephen 
Minton, an IDC vice president. 



STUDY: STATE 
GOVERNMENTS NEED 
TO TAKE ADVANTAGE 
OF BIG DATA 

> State government agen- 
cies create vast amounts of 
data from many resources 
and need to develop big data 
strategies, according to a 
new report from the National 
Association of State Chief 
Information Officers. The 
report notes that state govern- 
ment CIOs need to have a 
vested interest in the growing 
activity around big data and 
realize its value in managing 
the enterprise, improving 
operations, and supporting 
inter-enterprise value chains. 
NASCIO recommends state 
CIOs start with highly fo- 
cused initiatives with clear, 
achievable objectives. 
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IN BRIEF 

TECHNOLOGY NEWS 



NEW STARTUP OFFERS 
PERSONAL CLOUD 
FOR PRODUCTIVITY 

> One new tech startup to keep 
an eye on is KiteDesk, a Tampa, 
Fla., -based company that aims 
to break into the crowded 
realm of cloud services by 
capitalizing on users' multiple 
online pursuits. KiteDesk es- 
sentially wants to be the glue 
that holds together the wide 
variety of Web-based accounts 
that many people use, such as 




kitedesk 

social media, email, contacts, 
calendar, storage, file sharing, 
and collaboration. If, for ex- 
ample, you open a KiteDesk 
account and connect it with the 
common cloud services you 
already use, you can then use 
all of those services through 
KiteDesk's online and mobile 
dashboard views. KiteDesk is 
currently accepting requests 
to participate in an upcoming 
private Beta. The company will 
offer KiteDesk as a free service 
and make premium tiers avail- 
able for additional capabilities. 



STARTUPS 

BYOD STARTUP 
RAISES $3M FROM 
ACCEL PARTNERS 

> Founded by former Check Point 
and McAfee engineers in 2011 
as CellSec and headquartered in 
Washington, D.C., MobileSpaces 
is building on the BYOD (bring 
your own device) trend by of- 
fering services geared toward 
safely and efficiently integrating 
consumer devices into the work- 
place. MobileSpaces' services are 
designed to help enterprise busi- 
nesses control data and apps while 
ensuring privacy and separating 
work data from personal data. Now 
MobileSpaces has received $3 mil- 
lion in Series A funding from Accel 
Partners. "The mobile world is 
shifting from closed, email-centric 
devices that are owned by the en- 
terprise, to open, app-centric de- 
vices that are selected by the user/' 
said MobileSpaces CEO David 
Goldschlag, in a press release. 
"MobileSpaces makes it easy for en- 
terprises to govern their apps and 
data while respecting the privacy of 
the employ ee." 

TO-DO APP STARTUP 
MAKES A BIG STORAGE 
DEAL WITH BOX 

Fetchnotes, a Web-based note- 
taking system launched by Uni- 
versity of Michigan students Chase 
Lee and Alex Schiff in 2011, has 
received a fair amount of media 




Sign Up Login 



attention for its collaborative, 
Twitter-like functionality. Users 
register a Fetchnotes account, 
download the app to whatever de- 
vices they use, and start using the 
service to type to-do items and take 
notes with hashtags for categori- 
zation and @ symbols for sharing 
(or assigning tasks, as the case 
may be). Now, thanks to a new deal 
with cloud-based storage company 
Box, users will receive 25GB of free 
Box storage space when they tie 
their Fetchnotes account to a new 
Box account. This can be used to 
back up notes, but given the large 
amount of storage the move seems 
designed mainly to pull in new 
users to both services. 



GOOGLE INDIA CHOOSES LOCAL STARTUPS 
FOR MOBILE PROJECT 

> According to The Economic Times of India, Google India has chosen to 
work with three local tech startups, a first for the company, as vendors for 
a new mobile Web project. Mobstac, Neuron Mediatech, and Srishti Technet 
offer products designed to help businesses build mobile websites and pub- 
lish content for mobile consumption. These capabilities will gel nicely with 
Google India's recently launched "Let's talk Mo" initiative, which helps busi- 
nesses optimize their websites for mobile users. This, said Nikhil Rungta, 
Google India's country head of marketing, in a blog post, will help busi- 
nesses "get ahead" in a country that has "an estimated 70 million mobile 
Internet users." 
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STATS 



SURVEY ILLUMINATES 
CIO AGENDAS, IT JOB 
MARKET & WOMEN IN IT 

> A recent survey of IT man- 
agers worldwide conducted 
by Harvey Nash provides a 
wealth of information about 
the state of IT today. Among 
the many findings: More or- 
ganizations increased their IT 
budgets this year (44% in 2012, 
39% in 2011), and roughly 66% 
of CIOs are pushing more re- 
sources toward digital media 
development. When it comes 
to IT skills, mobile solution 
development capabilities are 
in higher demand (21% in 
2012, 14% in 2011). Survey 
results regarding women in 
IT revealed a striking gender 
gap, as 93% of respondents 
were male (compared to 92% 
in 2010) and 35% reported 
there were no women in IT 
management roles in their 
companies. However, 59% 
think women promote team 
cohesion compared to 49% 
who think that of men. 



DECLINING PC SALES AFFECTS 
SEMICONDUCTOR MARKET WORLDWIDE 

> Although headlines are focused largely on PC manufacturers in the ongoing 
story of declining PC sales, component manufacturers are suffering, as well. 
Citing a reduction in demand for PCs and their components, IHS iSuppli Research 
downgraded its outlook for the semiconductor market this year. The research 
company had previously expected growth of less than 3% in 2012, but now fore- 
casts a decline of 0.1%. Growth is expected to resume in 2013. This chart shows 
the percentage change in revenue through 2011 and projected through 2014, ac- 
cording to IHS iSuppli. 
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WIRELESS LAN VIEWED AS IMPORTANT AS ETHERNET SYSTEMS 

> According to Chris DePuy, analyst in the Wireless LAN research area for 
DeirOro Group, " enterprises now consider wireless LAN infrastructure sys- 
tems to be just as important as their wired Ethernet systems, which is driving 
a need for combined management systems for wired and wireless access at 
the edge of the enterprise." It should come as no surprise, then, that WLAN 
revenues are up. DelFOro Group's newest " Wireless LAN Quarterly Report" 
reveals that Q2 2012 WLAN revenues grew 16% compared to the same quarter 
last year and that enterprise WLAN revenues grew 26% over the same time pe- 
riod. DePuy also cites new technology (802.1 lac) and growth in the cloud and 
virtualization markets among the factors spurring on WLAN growth. 



CONSUMERS LEAD WITH THEIR SMARTPHONES 

> According to new research from Google, Ipsos, and Sterling Brands, a re- 
markable 90% of multiple-device users switch between devices to complete 
a single task. Almost two-thirds of those surveyed, for example, begin Web 
searches using their smartphones, and then 60% of those continued searching 
for information on their PCs. This chart shows the breakdown for other tasks. 



I Task Started On Smartphone 



Continued On A PC 



I Continued On A Tablet 




Searching For Info 



Browsing 
The Internet 



Shopping Online i Planning A Trip Managing Finances i Social Networking Watching An 

Online Video 
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MOBILE USERS WANT FASTER WEB DOWNLOADS 

> Recent findings from a Keynote Competitive Research study show that half 
of respondents expect websites to load within two seconds and two-thirds ex- 
pect them to load in four seconds or less. Not surprisingly, two thirds reported 
slow-loading Web pages as the most frustrating experience they recall using 
mobile websites over the previous two months. In addition to these figures, 
which show the importance of making company mobile websites easy to use 
and as simple as possible for loading purposes, the following statistics show 
what users typically do when a mobile Web page takes too long to load. 



I 44% Refresh the page 



I 21% Close the page and try again later 
1 16% Close the page and give up 
1 12% Wait for the page to load 
1 6% Go to a competitor's website 



1 1% Other 




NEW REPORT SHEDS 
LIGHT ON WHO'S 
USING WEB 

> About 2.4 billion people 
worldwide are now online 
regularly, according to Forrester 
Research. And in five years, that 
number is expected to be about 
3.5 billion, or about half of the 
world's population. In con- 
ducting the survey, Forrester 
classified "regular" Internet use 
as at least once a month. The 
report notes that in developed 
countries such as the U.S. and 
Japan, more than 80% of the 
population uses the Internet. In 
many emerging markets, such 
as Brazil and China, however, 
as little as 10% of the popula- 
tion is online. These emerging 
economies will benefit from 
greater mobile penetration in 
the next five years. 



Source: Keynote (investor.keynote.com) 
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Founded in 2001 and headquar- 
tered in City of Industry, Calif., 
Newegg Inc. ( www.newegg.com ) has 
continually built upon its popularity 
among the tech community and now 
counts more than 18 million regis- 
tered users. You may not be aware, 
however, that the company has a 
division that caters specifically to 
businesses. "NeweggBusiness.com, 
the business-to-business division 
of Newegg Inc., was launched in 
2009 to cater to the needs of small 
and medium-sized businesses," 
says Annie Yeh, vice president of 
NeweggBusiness. "We recognized 
that there was a need for an IT and 
office products e-retailer that sold 
specifically to this large market." 



Today, small business owners, 
CEOs, independent contractors, 
schools, health care facilities, gov- 
ernment agencies, and others all rely 
on NeweggBusiness. Whether your 
company requires a few new lap- 
tops or a data recovery service for all 
laptops and drives, portable storage 
devices or network attached storage 
systems, NeweggBusiness covers the 
full range of SMB and data center 
technology needs. 

A ONE-STOP SHOP 

As many small and medium- 
sized businesses have learned, 
growth comes with challenges, par- 
ticularly in the area of technology. 
The goal of NeweggBusiness "is 



to be the ultimate online solu- 
tion center for SMBs," says Yeh. 
"NeweggBusiness has a number 
of resources available to SMBs in- 
cluding a great product selec- 
tion, how-to videos, and reliable 
reviews." These resources are all 
designed to help businesses make 
intelligent choices when purchasing 
new equipment and software. 

On the NeweggBusiness web- 
site, you can choose from more than 
60,000 computer and office products 
geared toward SMB needs. Live in- 
ventory data lets you see the avail- 
ability of products at any given time, 
so you always know what's avail- 
able before you place an order. If 
you're not sure what products you 
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"We're committed to building out these 
resources in order to serve the SMB 
community and their growing 
professional needs. We want to be a 
one-stop shop for small and 
medium-sized businesses everywhere." 

Annie Yeh 

vice president, NeweggBusiness 



need, the website is there to help. 
'Tor example," says Yeh, "we offer 
content on how to build a server, 
how to find the right type of 
memory for your needs, and much 
more. NeweggBusiness also offers 
detailed product descriptions and 
high-res images for all of our prod- 
ucts. Products can easily be found 
on NeweggBusiness.com with the 
search function or the 'order by item 
number' feature." 

The website's Memory Finder page, 
for instance, provides a fast four-step 
interface for finding the exact memory 
products suitable for your needs. 
Choose a category (say, Notebooks 
or Servers), select the manufacturer, 
choose the product line, select the 
model, and you can view all of the com- 
patible products that NeweggBusiness 
has available for that device. Stock in- 
formation is instantly visible, and re- 
sults can be sorted by manufacturer, 
price, and size. The site also offers on- 
line tools for finding the right UPS (uni- 
versal power supply), ink and toner, 
and cable equipment. 

EASY TO USE, 
EXCELLENT TERMS 

The NeweggBusiness site makes it 
exceedingly easy to find what your 
company needs and order it quickly. 
"NeweggBusiness offers SMBs 
a simple, self-serve platform with 
24/7 access to purchase any IT and 
office supply products they need," 
says Yeh. All products, pricing, and 
availability can be found online and 
orders are placed online. You can 
refresh your browser at any time 
to view updated pricing and avail- 
ability for orders not yet placed. 

Volume pricing is available for 
more than 80% of the products on the 
NeweggBusiness site, so the more you 
buy, the more you save. If your pur- 
chase weighs more than 400 pounds, 
your order can qualify for trucking. 
You'll be able to compare the cost of 
regular UPS shipping and trucking right 



to your business location, regardless of 
whether you have a loading dock. 

In addition to the low prices 
NeweggBusiness is able to offer on 
all types of IT and office products, the 
company regularly offers exclusive 
deals, partnering with manufacturers 
to provide even better discounts on se- 
lect products. You can also sign up to 
receive the NeweggBusiness E-Blast, 
which includes information on the best 
discounts, advanced product previews, 
and more. 

GET STARTED 

"Creating a NeweggBusiness ac- 
count is simple and free," says Yeh. 
Simply create a NeweggBusiness ac- 
count by supplying a valid email ad- 
dress, password, contact information, 
and federal tax ID number (EIN). 
"NeweggBusiness also caters to the 
unique needs of government, edu- 
cational institutions, and non-profit 
organizations," Yeh adds. 

"NeweggBusiness account holders 
benefit from net 30 day terms (pending 
application and approval), volume 
discounts, easy account management 
and convenient shipping," says Yeh. 
Shipping is fast, with 99% of all orders 
shipped the same day, and low-cost 
bulk shipping is also available. 

You can include several users on 
one account and designate varying 
degrees of access to the account in- 
formation. For account owners, 
NeweggBusiness offers easy account 
management features, including the 
ability to monitor spending and track 

NeweggBusiness | www.neweggbusiness.com- ■ ; 



the status of orders. You can also 
view a history of your orders, create 
To-Buy lists, and more. 

The Net Term payment option, 
which NeweggBusiness now offers 
based on customer feedback, is ideal 
for SMBs that want to make pur- 
chases without using a credit card. 
Net Term accounts also work well 
for government purchasers and 
other organizations that must pay 
with purchase orders. 

Immediately after establishing a 
NeweggBusiness account, the pri- 
mary account holder may apply for a 
Net Term account. If approved, you 
can order and pay in 30 days. 

SERVICE & SUPPORT 

NeweggBusiness is available to 
assist you on an ongoing basis with 
customer support, help with war- 
ranties and returns, and general 
assistance. Yeh says the company 
offers "extended warranty plans 
on key products as well as data re- 
covery services." Data recovery, 
for example, is available through 
DriveSavers, which offers a variety 
of plan options for laptops, desktop 
computers, and hard drives. 

Customer service is available via 
email and by phone on weekdays 
from 5:30 a.m. to 5:30 p.m. Pacific 
time. "We will also soon be ex- 
panding into manufacturer service 
packs," Yeh adds, as one indication 
of how NeweggBusiness continues 
to seek new ways to help your busi- 
ness grow. 
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The Ideal Modern 

IT Department 

How Increasing Cloud Reliance Is Altering Skills & Responsibilities 



Cloud computing could easily be nick- 
named "the great transformer" due to the 
way it's altering how companies operate 
their businesses. A growing number of en- 
terprises are seeking out cloud providers to 
deliver and maintain infrastructure and ap- 
plications, effectively taking over many of 
the tasks that internal IT departments have 
traditionally shouldered. 

For IT personnel, the increasing reli- 
ance on the cloud is resulting in a sea 
change of sorts in terms of the new cloud- 
centric knowledge and skills they're now 
expected to possess. In short, as compa- 
nies actively architect for cloud, IT must 
manage data in new ways; establish and 
operate new public, private, and hybrid 
cloud environments; integrate disparate 



cloud services with internal infrastruc- 
ture and applications; and work more 
closely with their company's business 
units in a strategic capacity. 

As Todd Thibodeaux, CompTIA ( www 
.comptia.org ) president and CEO, says, "The 
IT department is on the edge of major 
transformation. While this may start with 
simply purchasing new tools for moni- 
toring cloud environments, ultimately the 
new roles that are being created are leading 
to a new function where the IT team is 
more tightly integrated with lines of busi- 
ness and understands business strategy as 
a primary objective, then uses technology 
to achieve that objective." 

Here we explore the impact the cloud is 
having on IT departments, the skills that 



Key 
Points 



The role of IT 
departments con- 
tinues to evolve as 
companies adjust 
to a new economy 
and invest more in 
cloud computing. 



: Contrary to 

some expecta- 
: tions, companies 
: of all sizes (not 

just SMEs) are 
: investing heavily 
: in the cloud. 



About one-quarter 
of companies are 
restructuring their 
IT departments, 
and many changes 
are related to 
cloud computing. 



: Successful IT 

professionals need 
: to know as much 
: as possible about 
\ all of the primary 

functions of their 
: companies. 
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'The IT department is on the edge 
of major transformation/' 

Todd TTiibodeaux 

president and CEO, CompTIA 



"The unique combination of business 
knowledge and technical expertise will 
allow IT to play a strategic role in 
initiating technology-enabled business 
solutions, rather than react to requests 
from other departments." 

Lynda Stadtmueller 

program director for cloud computing, Stratecast, 
a division of Frost & Sullivan 



are becoming more important for IT 
personnel to possess, and the ways in 
which the cloud could reshape future 
IT departments. 

THE IDEAL 

Much evidence indicates that IT 
departments in companies of all 
sizes will likely feel the cloud's im- 
pact in years to come. A 2012 Uptime 
Institute ( www.uptimeinstitute.com ) 
study found that 16% of respondents 
had deployed a public cloud and 35% 
a private cloud in 2011 vs. 25% and 
49%, respectively, in 2012. Further, 
Matt Stansberry, Uptime Institute di- 
rector of content and publications, 
says contrary to the notion that 
small and midsized businesses are 
currently better suited for the cloud, 
analysts found that 32% of large com- 
panies pursued the cloud in 2012 to 
meet compute demand while 19% of 
small organizations did the same. 

Given that cloud adoption is oc- 
curring, what does the ideal modern 
IT department look like, particularly 
in SMEs? Andy Woyzbun, lead re- 
search analyst for Info-Tech Research 
Group ( www.infotech.com ), says Info- 
Tech can provide recommendations 
for implementing cloud-related IT 
services that will have competitive 



value to the organization, take re- 
sponsibility for selecting appropriate 
and cost-effective solutions, imple- 
ment approved solutions, ensure 
stable operation, and make service 
adjustments to reach business tar- 
gets. Overall, he says, the modern IT 
department guides an appropriate 
balance between internally delivered 
services and externally provided ser- 
vices and "takes full responsibility 
regardless of the choice." 

Lynda Stadtmueller, program di- 
rector for cloud computing with 
Stratecast, a division of Frost & 
Sullivan ( www.frost.com ), says the IT 
department's role isn't necessarily to 
implement and maintain technology 
but to explore and assess how tech- 
nology can help the business. "By 
offloading responsibility for labor- 
intensive tasks like routine infrastruc- 
ture maintenance to a partner, the IT 
department frees up resources to ex- 
plore the explosion of new technology 
available on the market," she says. 

Similarly, Clive Longbottom, 
analyst and founder of Quocirca 
( www.quocirca.com ), sees IT staff's 
role shifting from being "technical 
gurus working on implementation, 
patching, and upgrading" to offering 
advice on options available, which 



will "require a greater level of under- 
standing of the business itself, and 
for the business, to have its own risk 
profile defined so that the options 
provided by the IT group can be fit 
in with the profile." If a SME needs 
document-sharing abilities, for ex- 
ample, IT would provide the infor- 
mation (cost, risk levels, etc.) about 
internal and externally hosted sys- 
tems on which the company can base 
a decision. IT would then implement 
and manage the solution with any 
integration, etc., as required, he says. 

COMING CHANGES 

Companies already using cloud 
services have likely undergone 
transformations in their IT depart- 
ments. In the future, these will in- 
crease, influencing size, management, 
funding, and other traits. Thibodeaux 
says IT departments should be ex- 
amined carefully to determine how 
well they're equipped to understand 
and utilize cloud technology. Further, 
he says, "organizational policies and 
procedures may have to be modi- 
fied or created to define the proper 
interaction with cloud providers or 
the IT team. This is especially true for 
smaller businesses." 

Thibodeaux say the movement to- 
ward transitioning IT departments 
from being suppliers to being part- 
ners appears to be making good prog- 
ress. "Half of the companies in our 
survey say that the IT team has been 
able to move away from maintenance 
tasks and become involved in more 
innovative work," he says. Also, 63% 
of those surveyed say the IT depart- 
ment is more integrated with other 
lines of business in order to un- 
derstand how to meet their needs 
through cloud solutions. The impli- 
cation, Thibodeaux adds, is that the 
technical knowledge IT holds is still 
valuable, but new roles are being de- 
veloped that require new skills. 

Woyzbun anticipates three key 
areas of change for IT. First, IT de- 
partments must acquire solid vendor 
management and business analysis 
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abilities, "as IT is still accountable for 
the performance of external suppliers 
and the communication of specifica- 
tions. " Second, service costs previ- 
ously hidden in overall IT budgets 
will become transparent. "Making 
successful business cases becomes 
more challenging, and there is in- 
creased pressure to make internal 
costs more transparent to compare 
them to market prices," Woyzbun 
says. Third, internal staff member 
numbers will generally drop, "typi- 
cally driving an intelligently man- 
aged downsizing requirement." 

Stadtmueller, however, says while 
staff decreases are often touted as 
a cloud-related benefit, companies 
she's spoken with aren't downsizing 
but using staff more productively. 
"There's less time spent crawling on 
the floor to replace parts and more 
time spent assessing new applica- 
tions and building business cases," 
she says. Another change, she says, 
involves line of business managers 
increasingly budgeting and pur- 
chasing SaaS [software as a ser- 
vice] apps without IT involvement. 
"Impatient LoB [Line-of-Business] 
managers are happy to sidestep what 
they often consider IT hurdles; and 
often the overburdened IT depart- 
ment sanctions or turns a blind eye 
to this behavior rather than deal with 
an unhappy constituent," she says. 
LoB managers, however, are rarely 
equipped to assess business risks as- 
sociated with various SaaS services, 
she says. To support initiatives and 
protect the business, she suggests IT 
establish internal app stores. 

For Longbottom, increased cloud 
reliance means "there is no need 
for uber-techies." Implementing, 
patching, and upgrading chores now 
fall to the cloud provider, he says. 
Internal IT's role becomes more stra- 
tegic, involving selecting the right 
cloud provider and determining if 
it can deliver on promises, offers a 
stable model, provide offerings open 
enough to integrate with other cloud 
services, and more. 



REDEFINED SKILLS 

Thibodeaux says while staff reduc- 
tions may be an after-effect of cloud 
transitions, companies have a greater 
tendency to restructure IT departments 
in some way. CompTIA's study found 
28% of companies that restructured IT 
departments hired new workers to bol- 
ster IT efforts. "This may be especially 
true where cloud computing is used to 
add new capabilities to a business and 
a sizable amount of equipment remains 
on premise," he says. Skill types and 
roles companies are adding to IT de- 
partments include: 



I Skills to build 
private clouds 

69% 

OF RESPONDING 
ORGANIZATIONS 




I Departmental liaisons 

64% 




I Integration specialists 

63% 




I Cloud architect 

61% 




I Compliance specialist 

44% 




Thibodeaux says two-thirds 
of companies that restructured 
IT departments also indicated IT 
staff underwent training to build 
new skills, including training em- 
ployees initiated. "A fast-moving 
field such as cloud computing re- 
quires a proactive approach," he 



says. "Employees may be more 
adept at understanding what tech- 
nical skills they need to learn." To 
ensure these skills complement 
business skills required to drive 
priorities, companies must take 
an active role in defining required 
skills and support training, he says. 

Woyzbun says as IT departments 
increase their use of outsourcing 
or cloud or managed services, key 
skills will include "incisive busi- 
ness analysis (not just requirements 
collection) and effective vendor 
management." It will be essential, 
he says, to create integration be- 
tween disparate services, as most 
SaaS solutions address only part 
of an organization's application 
requirements. Conversely, appli- 
cation development skills are be- 
coming less important as package 
software or SaaS replaces internally 
developed applications. Elsewhere, 
simple technical jobs will decrease 
as organizations move to managed 
services and platform as a service," 
he says. "On both the vendor man- 
agement and analysis side, smart 
organizations are establishing spe- 
cialized positions or departments 
to carry out these responsibilities 
better. The transition to the cloud 
is moving slowly enough that re- 
training [IT] should not be a major 
challenge." 

Stadtmueller says IT must under- 
stand how sales, marketing, opera- 
tions, finance, and other functions 
work, in addition to knowing the 
company's market, regulatory cli- 
mate, and customer needs. "The 
unique combination of business 
knowledge and technical expertise 
will allow IT to play a strategic role 
in initiating technology-enabled 
business solutions, rather than 
react to requests from other depart- 
ments." IT in many SMEs already 
possesses the business mindset, cre- 
ativity, and drive to develop busi- 
ness-enhancing initiatives, she says. 
"They just don't have the time to 
think it through and execute." 
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"IT should be in strategic planning 
meetings with line of business 
departments, and the CIO (or equivalent) 
should be involved with board-level 
decisions so that technical options can be 
included as early as possible." 

Clive Longbottom 

analyst and founder, Quocirca 

The modern IT department guides an 
appropriate balance between internally 
delivered services and externally provided 
services and "takes full responsibility 
regardless of the choice." 



DEVELOPING RELATIONSHIPS 

Different business units have 
different needs, but cloud com- 
puting magnifies this fact, meaning 
IT has a chance to help decide the 
direction various units take. As 
Stadtmueller says, "IT has an op- 
portunity like never before to estab- 
lish itself as a strategic organization 
fully aligned with business goals." 
She recommends IT departments 
become "cloud evangelists" that 
show other departments "how 
they can benefit from fast time-to- 
market, scalability, and low costs 
with the cloud." 

Woyzbun says good IT depart- 
ments use the cloud to extend the IT- 
related options and capabilities they 
can propose to improve performance. 
Weak departments "fall behind the 
business in identifying opportuni- 
ties and lose control to the business if 
the business initiates the opportunity 
rather than IT." 

Operations-wise, Longbottom says 
IT can only provide the right options 
if it fully understands what the busi- 
ness does now and what it proposes 
to do in the future. "IT should be in 
strategic planning meetings with line 
of business departments, and the CIO 
(or equivalent) should be involved 
with board-level decisions so that 
technical options can be included as 
early as possible," he says. 

Thibodeaux says the cloud may 
present only a slight change for some 
companies' IT operations but may 
be much larger in others, impacting 
the department's behavior and the 
business processes of the entire com- 
pany. "This is the reason for the mo- 
mentum behind having IT become 
more of a partner to the lines of busi- 
ness than a supplier," he says. "The 
ability to use technology through the 
cloud can streamline the way IT is 
provided, but it can also streamline 
a business. By combining thorough 
technical knowledge with operational 
procedure and strategic objectives, 
IT can be a major player in moving a 
business forward." 



TOTAL ELIMINATION? 

Is it possible SMEs might adopt 
cloud services so greatly in the future 
they eliminate their IT departments 
completely? Similar to consumers in 
home environments, Stadtmueller 
says, the smallest of businesses just 
might do without IT specialists. 
Overall, though, "few businesses 
will eliminate IT entirely, nor should 
they," she says. Because technology 
is more critical than ever to busi- 
ness success, she says, businesses 
of all sizes need on-staff experts to 
understand and drive the value of 
technology solutions, including col- 
laboration, social business, big data 
analytics, and new solutions forth- 
coming. SMEs will partner with 
experts to manage infrastructure, 
platforms, and software, she says, but 
will retain responsibility for growing 
its business securely and cost-effec- 
tively. "That's where IT will always 
have a role," she says. 

Woyzbun doesn't "see individual 
business units taking on the delivery 
of these services, even if all required 
applications were available as [SaaS] 
and the infrastructure services were 



Andy Woyzbun 

lead research analyst, Info-Tech Research Group 



obtained externally." Furthermore, 
he says, it's not certain the market 
will provide cost-effective, compre- 
hensive, and functionally adequate 
solutions for most industry sectors to 
enable them to fully depend on cloud 
solutions. 

CompTIA's study, meanwhile, 
found only one in five companies 
has contracted with outside firms to 
oversee cloud transitions. This may 
change as more micro and small busi- 
nesses explore more complex cloud 
uses, Thibodeaux says. Data shows 
these sized firms have used outside 
companies less than medium-sized 
and large businesses, he says, "but 
they will have a need for more exper- 
tise as their usage increases." In the 
foreseeable future, CompTIA expects 
most companies to take a hybrid ap- 
proach, sending some computing 
needs to the cloud and keeping some 
on premise, Thibodeaux says. The 
same is true for staffing, as compa- 
nies will be more likely to maintain 
IT departments (though with dif- 
ferent responsibilities) and augment 
their skills with outside expertise 
when necessary, he says, then elimi- 
nate departments entirely. 
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Top 10 Benefits 

Of Colocation 

Flexibility, Scalability, Connectivity, & More 



Colocation services are growing 
in popularity, but it can be difficult 
to know whether or not it's a fit for 
your company. According to Graham 
Williams, senior vice president of 
product and strategy at Cologix ( www. 
cologix.com ), "any business that depends 
on uninterrupted access to their crit- 
ical data can benefit from colocation." 
Essentially, if your business deals with 
data in any way, which most compa- 
nies do, there is a feature related to co- 
location that could make running your 
business easier. 

Colocation can also free up space 
in y our data center because "with 
ultra-high density, you can deploy 
your infrastructure on a very small 
footprint and in some cases reduce 
your floor space by up to 40%," says 
Corey Needles, vice president of data 
center operations at Latisys ( www 
.latisys.com ). But there are many other 
advantages to colocation. In no par- 
ticular order, here are 10 of the most 
important benefits colocation has to 
offer. 

1 Focus on other important tasks. 
By hosting equipment in a third- 
party data center, you are essentially 
removing quite a few tasks and head- 
aches from your IT team. This not 
only allows your IT employees to 
move on to other pressing matters, 



but also frees up the attention of your 
managers to focus on the business at 
hand. "Colocation providers focus on 
supporting and protecting business 
critical infrastructure," says Williams, 
"allowing businesses to focus on their 
core competencies to drive their busi- 
ness forward." 

2 Data center flexibility. Colocation 
providers often offer scalability 
options for your growing business. 
They can meet your current com- 
puting needs, but also provide more 
or less capacity and speed depending 
on your future requirements. "Look 
for providers focused on greater 
utilization of square footage," says 
Needles. "Data center design will 
demonstrate agility and flexibility 



for laying out cages. This drives 
up internal densities for customers 
who need it and limiting those who 
don't. This results in more competi- 
tive prices and smaller customer foot- 
prints." 

3 Better connectivity between 
offices. A particularly helpful 
feature for larger companies or busi- 
nesses with satellite offices is the 
amount of network connectivity 
colocation providers can offer. 
"Colocation enables customers to 
easily and cost-effectively connect 
to a community of businesses and 
networks within a secure and reli- 
able environment," Williams says. 
You will not need to worry about 
building out your on-site networking 



Corey Needles 

vice president of data center operations, Latisys 




"If your infrastructure is dynamic or 
you see changes in scope scale and 
complexity on the horizon, choose a 
provider that offers advanced services 
beyond colocation — they'll be able to 
work with you to change direction, 
augment or modify your infrastructure 
solution as business needs dictate." 
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"Businesses that move large amounts 
of data know that network costs often 
constitute a high percentage of overall 
expenses. These companies benefit, espe- 
cially from network-neutral colocation, 
because they gain access to a broader set of 
connectivity choices which provide buying 
leverage and ensure low switching costs." 

Graham Williams 

senior vice president of product and strategy, Cologix 



infrastructure or untangling the lines 
of communication between offices, 
because the vendor will take care of it 
for you from a central hub. 

4 Risk mitigation. Security is an 
issue for every company, whether 
it's physical or data-related, and colo- 
cation providers have in-depth secu- 
rity measures in place to protect your 
assets. "The best providers will tout 
risk mitigation via multiple layers 
of physical and logical security, bio- 
metrics, video surveillance and mon- 
itoring/ 7 says Needles. "Advanced 
systems continuously monitor and 
report infrastructure health to NOC 
and centralized monitoring staff to 
prevent fire, loss and business dis- 
ruption. 24/7 manned security en- 
sures highly-controlled access." Most 
colocation vendors can meet regula- 
tory compliances for your specific 
industry as well. 

5 Improved business efficiency. 
With an onsite data center, you 
might need to regularly update your 
software solutions as well as spend 
large amounts of money upgrading 
your equipment in order to improve 
efficiency. This can be especially 
difficult for smaller companies that 
simply can't afford to invest in the 
latest and greatest. Colocation facili- 
ties are designed to provide the best 
possible performance, which removes 
technological limitations from your 
business operations. "Colocation en- 
ables customers to quickly and effi- 
ciently get their business to market," 
Williams says. 

6 Environmentally friendly com- 
puting. Colocation provides the 
perfect opportunity to go green and 
improve your business practices. 
According to Needles, many coloca- 
tion providers offer "high efficiency 
power systems, environmentally 
friendly building materials, and ultra- 
sonic humidification systems," in ad- 
dition to many other green solutions. 
And because your business can use 



colocation to consolidate, you could 
even lower your company's ecological 
footprint while still improving overall 
performance. 

7 Replace upfront costs with 
scalable operating expenses. 

Colocation can help customers save 
money in the long term by replacing 
a "high capacity expense model with 
operating expenses to avoid large out 
of pocket expenses," says Williams. For 
instance, if your current infrastructure 
isn't up to par and you need an up- 
grade, it can cost thousands upon thou- 
sands of dollars to buy new equipment. 
Instead, you can invest in colocation, 
remove the need for large equipment 
purchases, and scale out your hosted 
infrastructure solutions as needed. 

8 High-efficiency cooling solu- 
tions. We mentioned how coloca- 
tion providers offer a variety of green 
technology solutions, but they can 
also provide more efficient cooling 
techniques that are great for the en- 
vironment, prevent overheating, 
and help equipment perform at the 
highest possible level. "The best pro- 
viders have platforms tailored to the 
climate for unparalleled efficiency 
and reliability," says Needles. "Free 
cooling will be matched to power 
line-ups to reduce or eliminate com- 
pressor cooling in colder seasons and 
increase efficiency in the summer; 
in-row cooling is deployed for high- 
density configurations; and hot and 



cold aisle separation and passive 
cooling solutions can maximize ef- 
ficiencies." 

9 Minimize network expenses. In 
addition to helping separate of- 
fices and business units better con- 
nect, colocation facilities can provide 
faster, more reliable networks for 
companies at a lower cost, in general. 
"Colocation provides customers the 
ability to house servers in a neutral, 
third-party facility so that day one 
network costs (a big part of total cost 
ownership) are lower based on com- 
petition," says Williams. "Over time, 
costs stay lower because there is no 
ransom event at the end of a telecom 
contract due to low switching costs." 

Expertise and longevity. 

Colocation providers are there 
to help their customers improve 
performance without blowing out 
their budgets, but the relationship 
should go beyond that of a service 
provider and its customer. "The best 
colocation providers will actively 
collaborate to deliver tailored so- 
lutions designed and deployed to 
meet each customer's specific needs," 
says Needles. "They will also make a 
firm commitment to a mutual long- 
term partnership, placing customer 
care at the top of the priority list and 
ensuring that customers are never 
locked in to what made sense 18 
months ago with no path forward for 
growth." 
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Standardizing 

The Cloud 

The Effort To Bring Uniformity To Cloud Computing 



With only a few mouse clicks it's 
quick and easy to uncover moun- 
tains of information relating to cloud 
computing, including associated ben- 
efits; vendors providing solutions; 
details on public, private, and hy- 
brid cloud environments; and much 
more. What's more difficult is finding 
information concerning the uniform 
standards that globally govern cloud 
computing. That's because there 
aren't any — a situation that leaves 
cloud providers, hosts, and users 
without common ground to operate 
from in terms of expectations and 
requirements relating the security, 
interoperability, and performance of 
solutions. On the upside, several ef- 
forts are underway, including those 
detailed below. 

PARTING THE CLOUDS 

One result of a lack of uniform, 
globally recognized cloud standards 



is the fragmentation of the various 
standardization efforts now occur- 
ring, says Aloysius Cheang, man- 
aging director, Cloud Security 
Alliance ( www.cloudsecurityalliance.org ) 
APAC, and "many developments 
are still far from completed." It will 
likely be another three to five years 
before traditional SDOs (Standards 
Developing Organizations) com- 
plete, bring to market, and concert- 
edly market new cloud standards, 
he says. 

The APM Group ( www.apm group ltd, 
com ) is an independent certification 
partner for the Cloud Industry Forum 
( www.cloudindustryforum.org ). Richard 
Pharro, CEO of APM Group, says 
despite the lack of global standard- 
ization, the cloud is rapidly evolving 
and acceptance increasing. According 
to the CIF, he says, 76% of U.S. orga- 
nizations are formally using a cloud 
service. Rather than preventing cloud 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



adoption, the lack of cloud standard- 
ization is limiting the types of data 
that organizations may feel confident 
having hosted in the cloud. A busi- 
ness, for example, may be fine using 
a cloud-based email system but re- 
luctant to put critical /sensitive data 
in the cloud, possibly due to a lack 
of trust and education, scenarios that 
would likely change as standards be- 
come more widespread and users' 
confidence increases, Pharro says. 

Although cloud computing is still 
relatively young, numerous de facto 
standards are emerging. Several 
more general standards, including 
ISO 27001, are "being extended to in- 
corporate cloud computing," Pharro 
says. Organizations considering 
cloud services, however, shouldn't 
take ISO 27001 certification at face 




value, he says. Rather, they should 
ensure they're "precisely aware of 
the scope and coverage of any certi- 
fications the provider holds," Pharro 
says. Currently, Pharro says the most 
promising cloud standard in devel- 
opment is ISO/IEC SC83, which aims 
to introduce a universal best practice 
standard for cloud computing. He 
cautions that as with all ISO stan- 
dards, development can be slow to 
materialize due to the level of consul- 
tation and consensus required. 

THE NECESSITY 
FOR STANDARDS 

As with any new market, says 
Andy Burton, CIF chairman, there 
are credible, capable, professional, 
and well-intentioned vendors and 
there are those "looking to make 
a quick profit and whose public 



claims will not pass the test of scru- 
tiny." The challenge for end users is 
discerning "credible suppliers from 
the cowboys" by considering a so- 
lution's security, stability, effective- 
ness, and reliability, he says. "This 
is where standards have a signif- 
icant role to play. Organizations 
need reliable, consistent, and clear 
information around what the ser- 
vice providers do and don't offer," 
Burton says. Users must also know 
what process and operational sub- 
stance is behind providers and the 
assurances in place to deliver ser- 
vice levels and effective security, 
he says. 

Cheang says standardization 
helps clearly define the required 
quality any cloud provider must 
offer. Security-wise, standardization 



chief executive officer, APM Group 



details the minimum criteria con- 
cerning security controls in place, 
thus providing a minimum level 
of assurance that a user can move 
to the cloud safely and securely. If 
such standards are global in nature, 
he says, providers and users glob- 
ally will have a common language 
that defines a minimum level of re- 
quirements for services provided 
and the quality and security users 
can expect. Further, standardization 
means performance among pro- 
viders will be similar regardless of 
their location, Cheang says. 

Beyond unlocking interoper- 
ability issues, standardization 
will provide a standard baseline 
for how providers should operate, 
particularly with regard to service 
quality, Cheang says. Providers 
would have to differentiate them- 



selves through customer service 
and additional services provided. 
From a macroscopic perspective, 
Cheang says, "standardization will 
reduce vendor lock in, or at least it 
will facilitate users to switch pro- 
viders." 

Security-wise, Cheang says, enu- 
merating and defining security 
controls with expected outcomes 
will make it easier to review pro- 
viders that are certified to a certain 
standard in which security con- 
trols are open for inspection. This 
was a primary reason, he says, for 
developing CSA's STAR (Security 
Trust and Assurance Register) ini- 
tiative, which documents providers' 
security controls based on a CCM 
(Cloud Control Matrix). The CCM 
is a control framework of security 
concepts and principles mapped to 
major industry security standards 
and a CAIQ (Consensus Assessment 
Initiative Questionnaire) that trans- 
forms these security controls into a 
checklist of controls that a user can 
use to review the provider's secu- 
rity controls. 

WHAT'S BEING DONE 

Burton says that certification 
schemes, such as the CIF's Code of 
Practice, aim to shed light on key 
areas of concern and arm end users 
with data to help them make in- 
formed choices about cloud adop- 
tion. The CIF's primary goal, he 
says, is to establish robust stan- 
dards of transparency, account- 
ability, and capability across the 
cloud industry. "To this end, we 
work with credible cloud service 
providers to encourage best prac- 
tices and advocate cloud adoption 
among end users by conducting 
impartial evidence-based research 
on cloud-related topics and sharing 
the resulting knowledge," Burton 
says. User education is vital, he 
adds, because cloud computing's 
relative newness still leads to 
misunderstanding and confusion 
about cloud services. 



"Many of these schemes aren't as 
rigorous or stringent as they could be, 
effectively diluting the overall impact 
of cloud standards." 

Richard Pharro 
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Burton says currently, numerous 
cloud bodies offer their own focus 
on standardization "from a pseudo 
standards perspective," whether 
that focus is on interoperability, se- 
curity, or vendor-specific best prac- 
tice commercial approaches. "There 
are today no formal ISO cloud stan- 
dards, nor are there any other cer- 
tifiable cloud Codes of Practice in 
operation other than that offered 
by OF," he says. Although there 
are pretenders, he says, due dili- 
gence will show whether a cloud 
accreditation is based on robust, in- 
dependent best practice, similar to 
the accreditations typically man- 
dated for a user's own operations. 
The CIF's Code of Practice stands 
apart on the basis of accreditation, 
he says. "It is independently devel- 
oped and governed and has clear 
enforcement of the self-certification 
process to maintain standards and 
integrity." 

The CIF has made significant 
progress in recent years, Burton 
says, and now includes "some 
of the biggest names in IT in our 
membership roster." Those mem- 
bers are directly responsible for 
the CIF's direction and Code of 
Practice, he says. Ultimately, the 
CIF hopes to see cloud standards 
mandated at a governmental level 



and is currently working with the 
British government to encourage 
a single standard in transparency 
for providers. "This would be enor- 
mously useful for procurers, who 
will then be able to easily compare 
and contrast different providers 
and see exactly the levels of service 
that are on offer," Burton says. 

The CSA is a member-driven 
organization formed to promote 
best practices for providing secu- 
rity assurance within cloud com- 
puting, Cheang says. "If I am to 
paraphrase 'Star Wars/ then our 
mission is to 'bring trust to the 
cloud/" he says. The CSA aims to 
create a global trusted cloud eco- 
system, he says. "We are not a SDO 
nor [do we] claim to be one, but 
rather a unique entity that is a little 
bit of everything," including NGO 
(non-governmental organization), 
industry think-tank, applied re- 
search center, incubator, lobbyist 
group, and coalition of profes- 
sionals and organizations working 
to achieve a unique objective. 

The CSA operates in the 
Americas, EMEA, and APAC and 
has research relationships with mul- 
tiple governments or government- 
backed agencies. The alliance's 
"strong corporate membership 
base" includes representatives from 



diverse regions, industry sectors, 
and backgrounds, he says. 

"In particular, in the stan- 
dards space, we have established 
an International Standardization 
Council under the Standards 
Secretariat that has members 
from National Standards Bodies 
around the globe where we have 
multiple liaisons to major SDOs, 
such as ISO and ITU-T," he says. 
CSA is particularly active with 
ISO/IEC JTC 1/SC 27 and contrib- 
uted resources toward developing 
ISO27017, ISO27018, and ISO27036 
part 1 and 5, all work-in-progress 
cloud security standards. CSA is 
also developing its own offering, 
Cheang says, including an Open 
Certification Framework that takes 
CSA's STAR "toward a totally new 
frontier at the back of a clear and 
present need." 

TOMORROW'S FORECAST 

Although standardization will 
be more mature in coming years, 
Cheang says, the industry may need 
longer to take it and certification 
to the next level. Cheang uses the 
payment card industry as a refer- 
ence, saying it may take up to 10 
years before we "see the same level 
of traction and trust built by the PCI 
Council when it comes to cloud com- 
puting [security]." 

Pharro says although providers 
broadly recognize a need for stan- 
dards, certification can seem like a 
formidable and arduous process. 
"Unless end users recognize the 
value of certification schemes and ac- 
tively seek to do business with certi- 
fied providers, providers will have 
little incentive to sign up to the rel- 
evant standards," he says. Ironically, 
he says, the numerous standards and 
accreditation schemes now available 
makes it difficult for one standard 
to claim dominance. "Many of these 
schemes aren't as rigorous or strin- 
gent as they could be, effectively 
diluting the overall impact of cloud 
standards," he says. 




"If I am to paraphrase 'Star Wars/ then 
our mission is to 'bring trust to the cloud/" 

Aloysius Cheang 

managing director, Cloud Security Alliance APAC 



"There are today no formal ISO cloud stan- 
dards, nor are there any other certifiable 
cloud Codes of Practice in operation other 
than that offered by CIF." 

Andy Burton 

chairman, Cloud Industry Forum 
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Business Resiliency 

& Natural Disasters 



What Is Your Company Doing? 




With the U.S. reaching the unfortu- 
nate milestone in 2011 of suffering 14 
natural disasters exceeding $1 billion 
or more in damage (per insurer AON 
Benfield), insurance firms and gov- 
ernments are urging businesses to in- 
crease their preparedness for extreme 
events. Yet, according to a Natural 
Disaster Business Risk study of finan- 
cial managers published in 2010 by 
insurer FM Global ( www.fmglobal.com ), 
96% of respondents had operations 
in areas subject to natural disasters, 
yet fewer than 20% reported their 
firms were 'Very concerned" about 
the events' potential effects. 

The FM Global report delves into 
the reasons for such behavior, which 
include humans' natural inclina- 
tion to engage in denial and our in- 
ability to accurately calculate risk. 
If you have fallen prey to this type 
of thinking, or haven't considered 



natural disasters in your disaster pre- 
paredness plans for other reasons, 
you'll want to read on. 

"Many small and medium-sized 
businesses think they don't have time 
to develop a plan for dealing with a 
natural disaster," says Gail Moraton, 
Business Resiliency Manager, IBHS 
(Insurance Institute for Business & 
Home Safety; www.disastersafety.org ). 
"We tell business owners: 'Take it 
one step at a time.'" According to 
Moraton, disaster recovery prepared- 
ness is achievable for any firm, pro- 
vided that management breaks the 
efforts into realistic bites. 

We'll take a look at what busi- 
nesses are doing to incorporate 
natural disasters into their business 
resiliency plans and find out what 
strategies the IBHS and disaster re- 
covery experts recommend to make 
the process easier. 



BABY STEPS 

If your disaster preparedness 
plan consists of automated, redun- 
dant server backups or employees 
working from smartphones (maybe 
both, or neither), you need more 
than natural disaster planning. The 
Internet is littered with advice on 
how to create a full-fledged BCP 
(business continuity plan) or DRP 
(disaster recovery plan). One re- 
source we like is posted on FEMA's 
website ( www.ready.gov/business-conti 
nuity-planning-suite ). The 13MB down- 
load includes a 30-minute video 
that examines the importance of a 
BCP, provides an overview of BCP 
and prepares users to write their 
own plan. 

Upon completion of the training, 
users can create a plan using the 
Suite's BCP Generator; a user-friendly 
tool that works much like automated 



Key 
Points 



Natural disaster preparedness 
plans don't have to be complex; 
in fact, simple plans may have 
a better chance of successful 
execution. 



Reopening quickly after 
a natural disaster, even at 
a very rudimentary level, 
is important to business 
continuity. 



A company's 
choice of partners 
is an important 
aspect of disaster 
preparedness. 



Companies should 
not count on the 
availability of key 
personnel following 
a natural disaster. 
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tax preparation utilities. There's even 
a self-directed exercise for evaluating 
and testing the efficiency of your plan 
using various scenarios from hurri- 
canes and earthquakes to ice storms 
and blackouts. If you're looking for 
planning documents rather than formal 
guidance, the IBHS offers a round-up 
of resources at disastersafety.org/opervfor- 
business . These resources are extensive 
(and helpful), so we'll leave the overall 
planning to you. In the next few sec- 
tions, we'll focus on issues our experts 
say companies frequently overlook (or 
overthink) in relation to natural (and 
other major) disasters. 

PEOPLE 

According to Kevin Knox, a re- 
search director and disaster recovery 
specialist with Gartner Research 
( www.gartner.com), people are key 
to disaster preparedness, and yet 
human resources are often ineffec- 
tively addressed. "It's not just about 
technology recovery. Workforce 
resiliency and redundancy are im- 
portant, as well," he says. "Where 
will your people go if you have a 
long outage? Have you planned for 



dedicated workspace recovery or 
mobile recovery?" 

Knox says the uptake of smart- 
phones and tablets as mobile pro- 
ductivity tools is propelling the 
ability for employees to work from 
home or another remote location. 
Nevertheless, he cautions firms not 
to take for granted their mobile pro- 
ductivity solution is flexible enough 
to keep the business running. In a 
natural disaster, Knox says, it's im- 
portant that companies be able to ac- 
cess data and applications — and on 
a data provider's hardware, rather 
than the firm's internal hardware — to 
ensure continuity. 

Furthermore, he says, "Don't as- 
sume a particular person is going to 
be in Location A and be able to do 
something. Often, the people you 
think will be available are not going to 
be available. They may not be able to 
get to the recovery location." 

Jim McGregor, founder and princi- 
pal analyst at Tirias Research (www 
.tiriasresearch.com ), concurs, pointing 
out that businesses have no way of 
knowing which employee's home 
will be flooded or which roads will be 



blocked by fallen trees or ice during a 
natural disaster. As a result, companies 
have to consider employee availability 
completely unpredictable. 

To combat this problem, Knox 
recommends companies devise a 
simplified preparedness plan and 
documentation for natural disasters, 
even if they have a more complex 
plan for other recovery events. "Plan 
around the number of scenarios you 
can manage — one, two, or three types 
of disasters," Knox says. "Then, make 
the plans so simple that anyone can 
execute them without specialized ex- 
pertise. The more basic you can make 
it, the better you are going to recover 
if a disaster occurs." 

PRODUCTS 

Disaster preparedness plans often 
include extensive "critical business 
function" assessments with detailed 
scenarios for keeping accounting, 
procurement and other normally es- 
sential functions operational. How- 
ever, Moraton agreed with Knox's 
"simple is better" approach and says 
it should also apply to critical busi- 
ness functions. 
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"Many small and medium-sized 
businesses think they don't have time 
to develop a plan for dealing with a 
natural disaster. We tell business owners: 
Take it one step at a time.'" 



Gail Moraton 

business resiliency manager, IBHS 




"Plan around the number of scenarios 

you can manage Then make the plans 

so simple that anyone can execute them 
without specialized expertise." 



research director and disaster recovery specialist, Gartner Research 



"Consider the operations that en- 
able you to open your doors, and 
figure a way to keep those going in 
the short-term/' says Moraton. "Look 
for a manual workaround. If you are 
in retail, for example, train your staff 
to record transactions by hand." 

For businesses that do not feel the 
need for permanent backup power, 
alternatives exist. "Many companies 
now offer rental generators, not only 
on-demand, but also in 'standby mode' 
during peak disaster periods such as 
hurricane season," says Mark Lum, VP 
of Houston-based Worldwide Power 
Products ( www.wpowerproducts.com ) . 
"Backup generators start at around 
$300 a week for a 30-kilowatt unit and 
can sometimes be delivered in a matter 
of hours." 

According to IBHS' own research, 
25% of companies that don't open their 
doors shortly after a natural disaster 
never reopen. Keeping service to cus- 
tomers at some level will not only help 
you avoid being a statistic, but it will 
also endear you to your customers. 

A key example is national diner 
franchise Waffle House which has 
built a marketing strategy around 
feeding its customers during times 
of desperation. So disaster-resilient 
is Waffle House that one of FEMA's 
gauges of hurricane severity — "the 
Waffle House Index" — is how quickly 
local Waffle Houses reopen. 

PARTNERS 

When considering the impacts of a 
natural disaster, resilient firms extend 
their plans beyond the office to ensure 
they partner with equally resilient 
firms, says McGregor. "If your Internet 
Service Provider, your cloud vendor, 
your communications company are lo- 
cated in the same area as you — or in 
a disaster-prone area — it's important 
to investigate their resiliency," says 
McGregor. "If your ISP can't keep your 
website up, or your telecom provider 
can't keep your phone lines ringing, 
your business is going to suffer." 

"In a disaster situation, you might 
have a cloud-based setup that lets 



all your employees work from 
home," McGregor continues, "but if 
your provider doesn't have enough 
network bandwidth for your em- 
ployees — and all their other custom- 
er's employees — to work at once, it's 
not doing you much good," he says. 

Furthermore, McGregor notes, 
"When vendors tell you they have 
redundancy, are they talking about 
two server racks next to each other, 
or do they offer geographic redun- 
dancy? Does that redundancy extend 
to delivering your data and services 
from the redundant location, or is it 
intended for backup recovery only?" 

According to Moraton, supply 
chains are another area that com- 
panies should evaluate closely, es- 
pecially if the business is a retail 
or manufacturing company that 
cannot survive without supplies. 
Richard Herrin, Director of Supply 
Chain Management at Georgia 
Gulf Corporation, agrees. "Natural 
disaster supply-chain planning can 
be part of a bigger effort called in- 
tegrated business planning, or IBP, 
a demand-supply balancing model 
that incorporates supply risk man- 
agement. In a perfect world, our sup- 
pliers are 100% on time, in full. In the 
real world we have to ask ourselves, 
If a vendor goes down, do we have 



alternate suppliers? Do our suppliers 
hold safety stock?' Companies that 
ask and answer those questions in 
advance of a natural disaster better 
position themselves to survive its im- 
pacts," says Herrin. 

KEEP IT SIMPLE 

All of our experts focused not 
on the importance of 400-page pre- 
paredness plans but rather on simple 
strategies for keeping companies 
open for business: Develop work- 
able, simple plans for a manageable 
number of scenarios. 

• Share the important tenets of plans 
with all employees. 

• Train everyone to execute core 
functions or make them so simple 
that anyone can figure them out. 

• Tell everyone where critical infor- 
mation is kept. 

• Partner with resilient (and if neces- 
sary, multiple) vendors 

• Be prepared for the unexpected. 

Our experts also recommend that 
businesses update their plans and 
run periodic drills to ensure they 
doesn't blow up under pressure. 
"Disaster recovery plans have to be 
living documents," Moraton says. "If 
they're sitting on a shelf, they're not 
doing anyone any good." 
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'The mantra is 
that testing is 
always important. 
Unfortunately, the 
reality is that most 
SMEs probably 
never test their 
data protection 
solutions — and 
unfortunately 
their big brothers 
are probably not 
much better/ 7 

David Hill 

principal, Mesabi Group 



How To Recover 

LOST DATA 

Bring Back What You May Believe To Be Gone 



An unfortunate fact concerning data 
is that you can lose it unexpectedly, no 
matter how it's stored. In fact, a survey 
that data-recovery solution provider 
Kroll Ontrack ( www.krollontrack.com ) con- 
ducted earlier this year of roughly 370 
IT professionals (including 51% repre- 
senting enterprises) found 49% of orga- 
nizations lost data during the previous 
year. Of those, 55% lost data stored on 
traditional storage devices, 26% from a 
virtual environment, 3% from a cloud- 
based solution, and 16% from both a 
virtual and cloud environment. A for- 
tunate fact about data loss is that often 
what seems lost really isn't. The fol- 
lowing explores various methods for 
recovering lost data. 

HOW DATA IS LOST 

To understand how data is recov- 
ered, it helps to know how it's lost. 
Some causes are natural (hurricanes, 
fires, floods, and so on), while others 
include failures to the physical media. 
"Physical failure of a storage device, 
such as a hard disk, may create a 
loss of data on a temporary basis — if 
there is RAID protection or backup — 
or a permanent basis — if no spare copy 
of the data is available/' says David 
Hill, Mesabi Group ( www, mesabi group 
.com ) principal. 

Jeff Patrick, DataTech Labs (www 
.datatechlab.com ) CEO and president, 
says the two primary ways SMEs lose 
data include incomplete or failed back- 
ups and not configuring backup sys- 
tems properly. "Many SMEs' employees 
simply save their data to a single source, 
such as their computer, and never 
back up their data," which leaves it 



vulnerable to power surges, malware 
and viruses, human error (accidental 
data deletion), and aging equipment. 

Mike Karp, vice president and 
principal analyst with Ptak, Noel, and 
Associates ( www.ptaknoel.com ), says 
"data should always be stored on a 
RAID system. Sometimes, the disks 
in these systems fail, but the data is 
not necessarily lost." If you replace 
a failed disk immediately, he says, 
data won't be lost, but "unfortunate- 
ly, I've seen many cases where the 
discs aren't replaced right away and, 
when the second disk failure occurs, 
the data gets lost." 

HOW TO RECOVER DATA 

Even with an active backup strategy, 
Patrick says, a company can be unpro- 
tected against data loss, including loss 
due to human error or "the assumption 
that everything was backing up like 
clockwork" but actually wasn't. In cases 
of hard drive or server failures where 
a backup system is absent, Patrick rec- 
ommends immediately using a pro- 
fessional data recovery lab to retrieve 
data. His company sees many cases 
where a device arrives in a worse state 
than when it crashed due to attempts 
to rebuild a server or run software that 
makes the situation worse. If a backup 
system is present, he recommends re- 
trieving data from the backup and vali- 
dating "everything of importance was 
backed up and is operational." 

Locally, Hill says, it may be possible 
to use RAID to recover data from a 
single-drive failure of a hard drive and 
use backups from disk or tape storage 
in cases of physical or logical data loss. 
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Even if the solution costs a bit more, he 
says, it offloads the SME "from having 
to make sure the backups are done, from 
making sure the media or data was moved 
to another location." 




"Data should always be stored on a RAID 
system. Sometimes, the disks in these sys- 
tems fail, but the data is not necessarily lost." 

Mike Karp 

vice president and principal analyst, Ptak, Noel, and Associates 



"Many SME's employees simply save 
their data to a single source (such as their 
computer) and never back up their data." 

Jeff Patrick 

CEO and president, DataTech Labs 




Particularly for SMEs, he says, "RAID 
or equivalent is necessary, but recov- 
ering from a backup is essential. This 
may be a local copy, such as on an ex- 
ternal hard disk, or a remote copy, such 
as stored on a cloud or a data protection 
service. The remote copy is used for 
disaster recovery. A SME should have 
both local and remote protection. " 

TEST, TEST, TEST 

SMEs can do themselves a big favor 
by implementing not only strong 
backup and recovery systems, but also 
testing procedures. Greg Schulz, senior 
advisor with The Server and StoragelO 
Group ( www.storageio.com ), advises 
SMEs to base the recovery method they 
use on how much data they store, how 
much of that data changes daily, how 
many users and systems are involved, 
and the applicable threats /risks to the 
organization. If the SME has a terabyte 
or more of data that's growing rapidly 
with multiple people using it, he says, 
instead of dedicating a backup drive 
to an individual workstation, consider 
putting in a file server "where data is 
shared off that file server and the file 
server possibly gets backed up to an ex- 
ternal drive or removable drive, as well 
as to a cloud service." 

Testing the backup and recovery 
systems, Schulz says, will combat 
falling into a false sense of security 
that all is good when it may not be. 
"You don't want to find that out when 
you're in the disaster or recovery 
mode," he says. Patrick says it's crit- 
ical to check backups regularly but 
also very important to check the data's 
integrity. For example, check that a 
restored spreadsheet actually opens. 
Additionally, he says, check all set- 
tings to ensure data you want backed 
up properly points to the backup so- 
lution. DataTech Labs has performed 
many recoveries in which customers 
were convinced data was being prop- 
erly backed up when in fact it wasn't, 
he says. 

Hill says, no matter a SME's size 
("that includes the dry cleaner and 
the dentist"), it's important to at least 



protect critical data against loss. "No 
excuses should be accepted," he says. 
"The mantra is that testing is always 
important. Unfortunately, the reality 
is that most SMEs probably never test 
their data protection solutions — and 
unfortunately their big brothers are 
probably not much better," Hill says. 
"Still, a simple testing scheme should 
be set up, such as seeing if a partic- 
ular folder or database can be recov- 
ered, on at least a quarterly basis." 

THE CLOUD 

Particularly for some SMEs, backup 
and recovery chores can be overwhelm- 
ing. Here, cloud-based solutions can 
alleviate some strain. Schulz says if 
there's a market sweet spot for cloud- 
based recovery solutions it's SMEs. 
Even if the solution costs a bit more, 
he says, it offloads the SME "from 
having to make sure the backups are 
done, from making sure the media or 
data was moved to another location." 
Further, "if you need to restore some- 
thing, you just bring up a screen, find 



Greg Schulz 

senior advisor, The Server and StoragelO Group 



the file, click it, and tell it to restore," 
he says. 

Hill says "the cloud will become 
a more desirable destination for pro- 
viding disaster recovery for SMEs," but 
those considering a solution should 
check the provider's trustworthiness, 
reliability relative to its promises, clients 
(get references), SLAs and track record 
for meeting SLAs, and reimbursements 
for breaking SLAs. "Moreover, you 
don't want to get locked in and not be 
able to move to another cloud provider 
if necessary," Hill says. 

Karp says SMEs without a lot of 
storage expertise on staff should par- 
ticularly give serious consideration to 
cloud-based backup and recovery ser- 
vices. "There are many great compa- 
nies now that offer both SaaS and IaaS," 
he says. "For SMEs, these can provide 
enormous cost efficiency. Just as signifi- 
cantly, it allows a SME to offload data 
protection responsibilities to third par- 
ties that provide specialized services, 
and thus frees up the SME to attend to 
its own core businesses." 
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Man-In-The-Middle 

ATTACKS 

What They Are & What You Can Do About Them 




Human resources personnel follow 
the company's security protocol to 
the letter. A very strong 15-character 
password is used to log on to the cloud 
provider's server through its website. 
Before sensitive employee data is up- 
loaded to the cloud server, the secu- 
rity software has flagged no warnings 
about the Web interface. The URL ad- 
dress begins with "https," indicating 
that either the TLS (Transport Layer 
Security) or SSL (Secure Sockets Layer) 
protocol is encrypting the connection. 
But what the HR person does not know 
as the data uploads is that a malicious 
attacker is at the other end of the con- 
nection, seeking to broker the infor- 
mation he gathers to identity thieves. 
The attacker has also received the en- 
cryption keys from HR to access other 
company data on the cloud provider's 
servers for an even bigger score. 

The next day, after attempting to 
log on to the storage provider's Web 
interface and calling to report the 
problem, the hapless HR employee 
discovers that all employee records 
on the cloud servers have been 



stolen. Because the employee had fol- 
lowed security procedures in the first 
place, there appears to be no take- 
away lesson from this catastrophe. 

ATTACK MECHANICS 

This scenario illustrates one of 
many possible types of MITM (man- 
in-the-middle) attacks. In general, 
a MITM attack involves an attacker 
who tricks two parties into believing 
they are communicating directly with 
each other, when in fact all commu- 
nications are passing through the 
attacker. What is particularly tricky 
about MITM attacks is that there is no 
evidence of this "middle-man" as far 
as the legitimate users are concerned. 
Communications look as though they 
are encrypted, with "https" in the 
browser URL and security software 
indicating a protected connection. 
"Encryption just means that the pipe 
is secure," says Bruce Schneier, an in- 
dependent security expert and author 
( www.schneier.com ). "It doesn't indi- 
cate [whom] you are talking to. You 
could be talking to Doctor Doom." 
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"Encryption just means that the pipe 
is secure. It doesn't indicate [whom] 
you are talking to. You could be talking 
to Doctor Doom." 

Bruce Schneier 

independent security expert and author 



"If your browser says the certificate is in- 
valid, then don't go there, especially if it is 
a sensitive site. That serves as the primary 
warning that users should look out for." 

Anton Chuvakin 

analyst, Gartner 



Other examples of MITM attacks are 
a key logger program that intercepts 
data, or a phishing scheme through 
which an unsuspecting user uploads 
sensitive data to a bogus website. 
However, a common type of MITM at- 
tack takes advantage of website vulner- 
abilities, when an attacker's program 
passes the authentication test and estab- 
lishes a connection between two end- 
points. A security hole in a website, for 
example, can be hijacked with a simple 
Java command or even through HTML 
text with the help of rogue software to 
lay the groundwork for the attack. 

"A very prevalent type of MITM at- 
tack is when someone hijacks a Web 
connection/' says Anton Chuvakin, an 
analyst for Gartner ( www.gaitner.com ). "It 
executes a simple View your stocks on- 
line' message to you and then executes 
a 'sell-your-stock-and-then-send-some- 
money-to-Estonia' command to your 
bank." 

ENCRYPTION ISN'T 
EVERYTHING 

The main function of encryption is 
to create virtually impenetrable tunnels 
through which data transfers can occur. 
Authentication protocols also play a key 
role to ensure that the person or com- 
puter on the other end of a connection 
is the right one. But while encryption 
does indeed secure the connection so 



that it can be virtually impossible for a 
third-party intruder to decipher the data 
without the encryption keys, it does not 
guarantee authentication protection ei- 
ther, even though that is one of its func- 
tions. Still, using encryption as a means 
to thwart MITM attacks is essential. 

"People break in through windows, 
but you still need to trust door locks/' 
Schneier says. "Encryption will not 
magically keep you safe, just like a door 
lock will not magically keep you safe. It 
is a security tool [to use with other secu- 
rity tools]." 

CLOUD WORRY 

A MITM attack can compromise fi- 
nancial records, customer or employee 
information, or other sensitive data, of 
course. But when all of this data is col- 
lectively pooled and uploaded through 
a single connection to a cloud provider, 
the potential threat can become very 
significant. A cloud provider's user in- 
terface is very often accessed through a 
Web connection, making cloud storage 
even more vulnerable, since MITM at- 
tacks largely involve Web browsers. 

"If you use the cloud, there is a lot at 
stake if you lose access to [your cloud 
data due to] a MITM attack," Chuvakin 
says. "It is one thing for someone to 
hijack access to a Web forum, but it is 
something else altogether to lose access 
to all of your sensitive cloud data." 



DO WHAT YOU CAN 

Beyond watching out for security 
warnings about invalid certificates and 
making sure that there is an "https" in 
the URL address indicating a secure 
connection, there is, unfortunately, little 
the average non-expert user can do 
alone to thwart MITM attacks. Some 
published reports say users should con- 
sider the possibility of a potential MITM 
threat if they notice their computer is 
running more slowly than usual, for ex- 
ample. However, anything from a faulty 
hard drive to a software glitch could 
slow down a PC. 

However, users should also be on the 
lookout for warnings and alerts from 
security software that flags unsecured 
Web pages or connections. "If your 
browser says the certificate is invalid, 
then don't go there, especially if it is a 
sensitive site," Chuvakin says. "That 
serves as the primary warning that 
users should look out for." 

Users also need to look out for basic 
common-sense signs of a MITM or any 
other kind of attack. "Just paying atten- 
tion is good," Schneier says. "I mean, 
if you look at your bank statement and 
you sent $7 million to the Russian mafia, 
[then something is wrong]." 

The best an enterprise can do to ward 
off MITM attacks is to keep software 
and anti-malware updates current and 
to make sure that security software and 
appliances are properly configured and 
monitored. While MITM attacks can 
be understood by the layperson on a 
conceptual level, assessing the intrica- 
cies of the attacks and understanding 
specific vulnerabilities, such as exposed 
Java code on a website, requires the 
skills and talents of a professional and 
is not something that a non-IT executive 
should attempt to do. 

"I would hire somebody that knows 
what they are doing and avoid advice 
in newspaper articles," Schneier says. 
"Any specific advice you read about 
MITM is incomplete and probably 
wrong, because the subject is too com- 
plicated. It is like getting brain surgery 
advice by reading a [newspaper]." 
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Bandwidth 



FIXING THE NETWORK'S PAIN POINTS 

If the first stage of grief is denial, then IT managers should take note: saying the 
network has no bandwidth problem is a recipe for future heartache. First, managers need 
to ask which network is being discussed, the public Internet, the private WAN, or the 
local wireless infrastructure? All can be pain points for businesses, and all can present 
bandwidth-related bottleneck issues to IT unless proper precautions are taken. 




Key 
Points 



Research shows that busi- 
ness data growth is com- 
pounding at 32% annu- 
ally. Businesses that don't 
expand bandwidth capacity 
in line with this growth will 
face bottleneck issues. 



Bonding multiple consumer-class, 
asymmetrical broadband connec- 
tions with a multi-WAN router 
can be a faster, less expensive, 
and equally satisfactory alterna- 
tive to buying traditional sym- 
metrical feeds, such asT1 lines. 



WAN optimization 
solutions can help 
reclaim a sig- 
nificant amount of 
bandwidth without 
adding any new 
infrastructure. 



Network monitor- 
ing is essential for 
tracking bandwidth 
consumption pat- 
terns and gauging 
when expansion 
will be prudent. 
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"Controlling incoming traffic from the 
Internet is more difficult than controlling 
outgoing traffic into the Internet. A dedi- 
cated link may be the simpler solution if 
incoming congestion is the problem." 



Eric Siegel 

research director, Gartner 



GOING PUBLIC 

According to Cisco's 2011 Visual 
Networking Index, global IP traffic 
will grow by 800% between 2010 
and 2015, reaching the "zettabyte 
threshold" (nearly 1,000 exabytes gen- 
erated annually) before 2016. By that 
time, there will be double the number 
of connected devices as there are hu- 
mans, and video will account for half 
of all Internet traffic. The number of 
petabytes generated by businesses per 
month will mushroom from 3,930 in 
2010 to 10,410 in 2015. 

To cope with this exploding traffic 
load, backbone providers will have 
to keep adding capacity and infra- 
structure. The same is true for en- 
terprises connecting into those 
backbones. Cisco's 2011 statistics 
show that business traffic is growing 
at a compounded annual rate of 32%. 
It doesn't take many years for to- 
day's manageable load to completely 
swamp an enterprise's capacity. 

"Latency and bandwidth still need 
to be addressed before companies use 
the cloud for critical applications and 
services," note Gartner ( www.gartner 
.com ) analysts in "Survey Analysis: 
Midsize-Business Cloud Plans 
Remain Cautious," a 2011 paper. 
"Many midsize businesses cite the 
deficiency of their current Internet 
connection for what they do today, 
which makes them extremely con- 
cerned about using these links to con- 
nect to a cloud provider." 

Alongside bandwidth sits a par- 
allel problem: network latency. 
When companies decide to place 
part of their operations on resources 
with a remote service provider — es- 
sentially adopting a hybrid cloud 
arrangement — the data and /or ap- 
plication being pushed off-site may 
still function as if it were local in 
the company's data center. Now, 
inter-process messages and other ex- 
changes that used to happen in mil- 
liseconds within the data center take 
tens or hundreds of milliseconds due 
to the public Internet's latency and 



the physics of signals traveling over 
long distances. 

"A business might have an app 
running fine in the server room," says 
Gartner research director Eric Siegel, 
"and then somebody says, 'Let's save 
some money' or 'Gee, we suddenly 
need a much bigger workload.' So 
they take a hunk of it and stuff it into 
Amazon for the next month. They 
don't think about how that app might 
depend on still being in the same 
server room with other tightly cou- 
pled pieces of the application and da- 
tabases. Now, suddenly, performance 
is horrible because of the latency." 

BIGGER PIPES 

Adding more bandwidth capacity 
is often a reflexive reaction to many 
network bottleneck issues. However, 
adding more bandwidth, in the form 
of larger pipes to the Internet, is un- 
likely to have much effect on latency. 
If anything, more bandwidth here 
will only serve to inflate costs with 
little commensurate return in value. 

That said, more and larger pipes can 
definitely help in cases when where 
bandwidth is constrained. The question 
then becomes what sort of pipe is ap- 
propriate. For many years, 1.544Mbps 
symmetrical (same assured uplink 
speeds as downlink) Tl lines have been 
a staple in business communications, 
and adding more bandwidth was (and 
frequently still is) a matter of adding 
more Tl links from the carrier to the 
data center. But Mark Tauschek, lead 
research analyst for Info-Tech Research 
Group ( www.infotech.com ), believes that 
this traditional strategy may be increas- 
ingly unnecessary. 



"An asymmetrical connection from 
a cheap and cheerful broadband con- 
nection, like cable or FiOS, is gener- 
ally good enough," Tauschek says. 
"Traffic is mostly going one way; it's 
coming in. So if you've got 10Mbps 
down and 1Mbps up, that's probably 
OK. Of course, there are no SLAs. You 
don't get three or four nines guar- 
anteed. But when you take multiple 
cheap broadband connections and 
plug them into a router that can do 
link balancing and intelligently se- 
lect which connection is the best, and 
failover if you have one of those links 
go down, you can get close to 100% 
availability and a lot of bandwidth 
relatively cheaply." 

As a point of comparison, according 
to Tauschek, a 100Mbps symmetrical 
Metro Ethernet connection for Internet 
access will cost "at least $2,000 a 
month." By contrast, a consumer-class 
connection, such as Frontier's "best" 
FiOS plan (50Mbps down, 20Mbps up), 
costs $70.50 per month in Oregon before 
fees. One such connection from each of 
three providers would deliver well over 
100Mbps of download bandwidth, over 
30 to 50Mbps in upload connectivity, 
and having three links would provide 
redundancy in case one went down — all 
for under $300 per month. 

From the hardware side, such ad- 
ditional Internet connections require 
a multi-WAN router, available from 
many vendors. Such routers typically 
feature bandwidth aggregation, load 
balancing, and plenty of Ethernet 
ports. It's important to weigh WAN 
port counts against peak bandwidth 
and cost. For example, a dual WAN, 
$400 router might specify a peak rate 
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of 50Mbps but actually support al- 
most 100Mbps. Meanwhile, a $2,000 
router with seven WAN ports might 
test out with a peak bandwidth of 
only 115Mbps. Clearly, the value of 
such higher-end models should be 
carefully considered. 

COPING WITH CONSUMPTION 

Most applications don't require 
that much bandwidth. A reasonable 
quality streaming video feed might 
only require 1Mbps. But large com- 
panies and even smaller firms special- 
izing in certain workload types will 
frequently need to move massive files 
across the LAN. When this happens, 
the results can impact everyone on the 
network, resulting in response delays, 
jittery audio, and hiccup-prone video. 

"When two servers communicate in 
such close proximity, and the acknowl- 
edgements come so fast, it basically 
sucks down the entire LAN for a couple 
of seconds/' says Gartner's Siegel. "It 



would impact anybody in a telecon- 
ference or voice-over-IP session, unless 
they were doing it at a higher quality of 
service level — which they should be — 
or doing it on a different network. This 
sort of problem is most likely to show 
up in a wide-area network/' 

Proper QoS implemented in a ro- 
bust router will help mitigate such 
overloads. By now, most organiza- 
tions know to deploy QoS, but the 
trick is to keep tweaking QoS settings 
as more applications come online. 
The priorities that exist at deploy- 
ment are unlikely to be the same pri- 
orities present a year or two later. 

Even above QoS, arguably the best 
way to reclaim bandwidth is through 
WAN optimization, which can also 
help improve latency, throughput, 
and network congestion. In its June 
2010 paper, "Increase IT Performance 
from the Enterprise to the Cloud with 
WAN Optimization," Taneja Group 
( www.tanejagroup.com ) states that WAN 




"If you don't monitor your network, 
you won't know there's a problem until 
users start complaining that things are 
really slow and people can't use the 
apps they need to do their jobs." 

Mark Tauschek 

lead research analyst, Info-Tech Research Group 



» The WAN Optimization Effect 

Closing the IT Service Delivery Gap 

According to Taneja 
Group, demand on 
IT bandwidth is rising 
out of all proportion 
with IT budgets. WAN 
optimization is a vital 
element in bringing the 
two back into line. 
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Source: Taneja Group (www.tanejagroup.com) 



optimization "not only closes the gap 
[between IT performance and demand] 
with an immediate performance boost, 
it continues to deliver incremental ef- 
ficiency gains through deeper visibility 
(to help spot emerging bottlenecks 
quickly), faster applications (via addi- 
tional protocol accelerations), and better 
data protection (by speeding replication 
and eliminating the need for local tape 
backups)." 

While the Taneja's Group's paper 
focuses on a particular vendor, the au- 
thors describe how real-world opti- 
mization deployments typically range 
from 65% to 95% greater bandwidth 
availability. Fortunately, there is now 
a wide variety of product options in 
the WAN optimization space, many 
of which are purely software-based 
and some of which are even open 
source. In general, these tools work to 
regain bandwidth through a variety 
of methods, including per-user band- 
width limits, application-specific QoS, 
packet loss reduction, data deduplica- 
tion, caching, compression, and more. 

With congested bandwidth solu- 
tions within reach, companies have to 
wonder: When is the right time to act? 
Should potentially disruptive action be 
taken now, preemptively, or later when 
matters become more pressing? 

"If you don't monitor your net- 
work, you won't know there's a 
problem until users start com- 
plaining that things are really slow 
and people can't use the apps they 
need to do their jobs," says Info- 
Tech's Tauschek. "You need to know 
what your consumption looks like. 
Once you have that knowledge, and 
once you hit 80% to 90% consump- 
tion of capacity, then it's time to look 
at growing your capacity." 

The rate of change in bandwidth 
consumption should also be deter- 
mined, as faster consumption obvi- 
ously demands quicker remediation. 
In any case, while most companies 
may not feel the immediate pinch of 
bandwidth bottlenecks, early warning 
signs need to be heeded and met with 
scalable, cost-effective solutions. 



32 October 201 2 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



Reduce Consumption 

TO SAVE COSTS 



Eco-Friendly Measures For Businesses 




Ever since the Earth Day movement 
kicked off in 1970, businesses have re- 
alized the importance of being envi- 
ronmentally conscious. They've also 
discovered something interesting. 
Being green brings rewards beyond 
good PR; it brings sustainability, profits, 
and a competitive edge. 

Energy consumes a significant por- 
tion of a company's expenses; it's 
the energy your company uses, con- 
verts, and discharges that produces 
its profits. Getting a handle on how 
you use energy, how much energy 
costs you, and how much energy you 
waste can be a real eye-opener. Small 
changes in energy usage can have 
dramatic effects on a business. 

ANALYTICS: THE FERTILIZER 
TO GREEN YOUR BUSINESS 

Chances are your company al- 
ready uses some form of business 



analytical software to manage and 
analyze workflow in production, the 
supply chain, and other areas of con- 
cern. Businesses also use analytics to 
monitor sustainability. 

Many business intelligence pro- 
viders offer sustainability manage- 
ment tools designed to measure, 
manage, and provide data on key 
energy, environmental, economic, 
and social indicators. In addition to 
helping you meet your company's 
green goals, sustainability manage- 
ment tools can also help you use your 
resources more economically. 

According to "Analytics for 
the Sustainable Business," a re- 
port from international busi- 
ness consulting firm Deloitte 
Consulting LLP ( www. deloitte 
.com ), sustainability analytics should 
concentrate on three primary areas: 
automatic reporting, real-time en- 



ergy monitoring, and supply chain 
monitoring. 

Automating reporting will ensure 
end-to-end data gathering and pre- 
sentation to those who need the ana- 
lytical data. Performance monitoring 
can be used to look at how energy is 
used within your business and makes 
you aware of how various areas are 
meeting planned goals. 

Real-time energy monitoring can 
help reduce a company's overall 
energy consumption pinpointing 
where energy is being used with no 
real benefit. For example, companies 
might leave production machinery 
running when workloads are low, 
heat areas when they are not in use, 
or fully light areas that only need a 
minimum amount of light. Real-time 
energy monitoring lets you identify 
which facilities are underutilized or 
operating at peak usage, allowing 



Key 
Points 



Using analytics to 
monitor your company's 
energy use can help you 
reduce costs and increase 
sustainability. 



Cloud computing can increase 
your computational power, 
reduce your data center load, 
and lengthen the lifespan of 
PCs company-wide. 



Virtualization can 
reduce your com- 
pany's server count 
and decrease your 
energy use. 



Going green can be 
as simple as chang- 
ing a light bulb or as 
complex as generating 
your own power. 
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"[As a simple way to lower data center 
air-conditioning costs,] 80 degrees Fahren- 
heit can be safely used as a new set point, 
provided a simple prerequisite is met in 
your data center: separating hot and cold 
airflows as much as possible, using cur- 
tains or solid barriers if needed." 

Bill Weihl 

manager of energy efficiency and sustainability, Facebook 



"The economic advantages of shifting to a 
cloud infrastructure are so enormous that 
current challenges (in cloud adoption) will 
be overcome and there will be a major shift 
to cloud computing." 

Jonathan Koomey 

civil and environmental engineer and consulting associate professor at 

Stanford University 




you to make production decisions on 
the fly. 

Supply chain monitoring may seem 
counterintuitive, but not paying atten- 
tion to a supplier's energy use could re- 
sult in higher production costs for your 
company. It can also help companies 
uncover anomalies early, signaling pos- 
sible production delays. 

The ability of business analytics to 
consolidate data into quickly under- 
stood information can be applied to 
the greening process. By monitoring 
current usage against desired goals, 
and tracking your usage over time, 
you can use business analytics to in- 
crease your overall efficiency, as well 
as to document any compliance goals 
you need to meet. 

LOOK TO THE CLOUD 

According to All Things CRM 
( www.allthingscrm.com ) the average 
business PC only uses up to 20% 
of its computing capacity. Most of 
the time, corporate PCs sit idle, con- 
suming energy but not accomplishing 
much of anything. We'll get to that 
point later. 

Cloud computing is promoted as a 
way to store data so that it's available 
to any device, anytime, anywhere a 
connection to the cloud (Internet) is 
available. Although that's true, that's 
only half the picture. The cloud is 
also a cost-effective way to provide 
software services, virtualization, and 
scalable computing resources. Instead 
of purchasing new, faster desktop 
computers for everyone, you can 
grab the necessary computing power 
from the cloud. Remember that 20% 
usage rate? Move to cloud-based ser- 
vices and you extend the life of your 
PCs. You obtain a green benefit by re- 
ducing short-term recycling needs; an 
economic benefit by reducing short- 
term PC purchases; and a long-term 
green effect by concentrating your 
computing needs into a more easily 
manageable central site. 

Jonathan Koomey, a consulting 
associate professor at Stanford 
University, and a civil and environ- 



mental engineer, says, "There are 
powerful economic factors pushing 
us toward cloud computing. One of 
the major reasons is the more efficient 
use of power by cloud computing 
providers." Koomey points out that 
spreading computing loads across 
many users as well as time zones im- 
proves hardware utilization, while at 
the same time spreading fixed costs 
over more servers and users. 

Cloud-based services aren't limited 
to classic office productivity applica- 
tions. A wide range of commercial 
services is available to address almost 
the entire range of business needs. 
By moving these applications to the 
cloud, you also open up the possi- 
bility of true mobility. Some of your 
staff may be able to perform some or 
all of their work from home, reducing 
the overall energy footprint at the of- 
fice. And of course the cloud keeps 
everyone connected when they're 
traveling. 

GREEN COMPUTING 

Green computing has been in 
use in some form since at least 



1992, when the U.S. Environmental 
Protection Agency launched the 
Energy Star program. In the early 
days, Energy Star ratings applied to 
some computer peripherals, mostly 
monitors. Today, there are additional 
mandates for reducing energy con- 
sumption in data centers in the U.S. 
by 10% per year. 

Although government mandates 
may help shape the energy efficiency 
of computers and data centers, other 
pressures may play a role in the re- 
duction of computing energy needs. 
The weakened economy has CEOs 
questioning the cost of their IT data 
centers. When it's time to purchase 
new equipment, the goal is simple: 
reduce energy consumption, which 
is the major cost of running a data 
center. The two areas where compa- 
nies are seeing the best bang for their 
buck are virtualization and air-condi- 
tioning systems. 

Virtualization lets you reduce the 
total number of servers in a data 
center by consolidating multiple ser- 
vices onto a single physical server. 
Virtualization provides significant 
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savings in hardware, operating, and 
energy costs. 

Data centers must be cooled be- 
cause of the heat generated by all 
of that computing power. Reducing 
the number of servers can reduce 
the heat load, but there will still be 
air management needs. New condi- 
tioning systems, such as evaporative 
cooling, can significantly reduce op- 
erating costs and lower energy bills. 
Another option is to use heat pumps 
to turn your heating waste into 
a resource by using the heat some- 
where else. IBM uses the substantial 
heat from its data center in Altikon, 
Switzerland, to heat the town's swim- 
ming pool year round. Your repur- 
posing might be a bit more mundane, 
but a cost savings is a cost savings. 

Desktop computing isn't immune 
from energy management. All com- 
puting platforms offer energy man- 
agement systems, to reduce power 
consumption by putting computers 
to sleep when they're not in use. 
Taking that a step further, a sched- 
uled system for shutting computers 
down after normal work hours can 
save electricity and reduce a build- 
ing's heating and cooling needs. 

BUILDING IN THE GREEN ZONE 

It's not just your computing envi- 
ronment that can go green; your en- 
tire facility can acquire a nice patina. 

Alternate energy sources. You can 
set up a contract for renewable en- 
ergy and get a green look, but a better 
and (in the long run) less expensive 
solution may be to consider solar and 
wind. The price of solar panels has 
plunged, and efficiencies have gone 



up. By producing your own energy, 
you can lock in lower electric costs 
over long terms. Predictable energy 
costs let you budget and plan more 
efficiently. If you use a PPA (power 
purchase agreement), there may be 
no up-front capital costs. And with 
energy utilities required to meet re- 
newable energy portfolio goals, your 
installation may be an attractive asset 
to the utility company. 

Lighting is far and away the easiest 
energy upgrade you can make. It also 
has the potential for immediate ef- 
fects on energy consumption. 

LED lighting offers several ad- 
vantages. They use significantly less 
energy to produce the same light 
output as incandescent lighting and 
have a longer lifespan — 50,000-hour 
lifetimes aren't unusual. And LEDs 
don't fail at the end of their usable 
lifetime; they just get dimmer. They 
are also a great choice for installation 
in areas prone to shock or movement. 
Both conditions can cause other 
lighting to fail; LEDs just continue to 
shine. LEDs also produce less excess 
heat. 

LEDs currently cost more than 
most competing light sources, but 
their longevity and reduced energy 
consumption offset their up-front 
cost. The return on investment de- 
pends on their use and the type of 
lighting they're replacing, but it can 
be significant. The city of Raleigh, 
N.C., chose to use LED fixtures in its 
new convention center parking ga- 
rage. The LED lighting cost $262,000 
more than the HID lighting that's 
normally used, but due to energy 
savings, maintenance savings, and 



replacement costs, the garage instal- 
lation should see a payback after just 
three years and a projected savings 
of $635,000 over the lifetime of the 
fixtures (15 years). 

MANAGED PRINT SERVICES 

Do you know what your printing 
volume is costing you? The amount 
you spend on paper and toner each 
year doesn't reveal whether you're 
paying too much, or using resources 
inefficiently. 

MPS (managed print services) are 
a way to reduce your overall printer, 
scanner, and fax costs, while still 
meeting all of your needs. 

Analytics monitor your cur- 
rent printing activity, gathering 
data about which printers you're 
using, how you're using them, the 
energy cost, and the consumables 
cost. Once the analytics have mod- 
eled the printing process, they can 
generate reports that tell you which 
printers are the most expensive to 
use, which are fastest, and who is 
using the printers. Analytics can help 
you discover which devices in your 
printing environment are inefficient 
and should hit the road. 

The printer agent component of 
MPS is a piece of software that re- 
places your normal print spooler. 
When a document is sent to a printer, 
the printer agent reroutes it to the 
printer that is the cheapest, fastest, 
has the highest resolution, or oth- 
erwise best meets the requirements 
of the document. It can print some 
pages in draft quality, some in mono- 
chrome, and some in color; it can 
also print images or leave them out. 
Providing these types of options, and 
making them easy for employees to 
use, can help reduce your printing 
costs by reducing the amount of con- 
sumables used. 

GO GREEN, SAVE GREEN 

Who'd have thought some wild 
kids from the '70s would hit on one 
of the best ways to manage and grow 
a business? 




Nick Holonyak, Jr., known as the father 
of LEDs, predicted that LED lighting 
would replace incandescent bulbs. 
Unfortunately his prediction was made in 
1963. He was ahead of his time, but LED 
lighting's time has finally come. 
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Microsoft's Windows 
8 Enterprise evaluation 
version gives companies 
the opportunity to 
try out new features 
and determine how 
Win8 will run on their 
infrastructures. 



When you keep on top of new and 
updated business software, you can 
learn about ways to enhance your 
business by upgrading or adding 
to your technology solutions. Our 
coverage of the latest releases and 
updates in the world of business soft- 
ware includes products that can help 
you collaborate, create, and main- 
tain security online. To help you zero 
in on what's new, here's our latest 
roundup of business software re- 
leases and updates. 

LUMINEX CLOUDSAFE 

If you still like using tape-based 
storage but are looking to move 
deeper into the cloud computing 
arena, then the recent partnership be- 
tween LUMINEX ( www.luminex.com ) 
and Nirvanix ( www.nirvanix.com ) will 
be of interest to you. LUMINEX re- 
cently announced that customers 
can now store their LUMINEX tape- 
based storage vaulting solutions in the 
Nirvanix cloud and access it as they 
would any other cloud computing 



storage device. LUMINEX CloudSAFE 
provides a secure access point to tape- 
based storage media through the 
Nirvanix Cloud, which you can con- 
figure as a public, private, or hybrid 
cloud environment depending on your 
company's needs. CloudSAFE also fea- 
tures data encryption to prevent un- 
wanted access to sensitive information. 

MICROSOFT WINDOWS 8 
ENTERPRISE EVALUATION 

Microsoft recently released the 
evaluation version of its upcoming 
Win8 Enterprise operating system. 
This release gives users the oppor- 
tunity to try out the most important 
features, and make sure their apps 
will run well on the OS' infrastruc- 
ture. One new feature worth noting, 
and one that companies can try out 
with the evaluation version, is referred 
to as "sideloading." This lets compa- 
nies use internal business applications 
on the operating system without first 
sending them through the Windows 
Store app approval process. The full 



version of Win8, including the basic, 
Pro, Enterprise, and RT versions, is set 
for release in October. 

POWER ASSURE PAR4 
MEASUREMENT SERVICE 

Power consumption and energy 
efficiency are two topics data cen- 
ters are focusing on heavily today, 
but it can be difficult to get exact 
figures and understand what you 
can do differently to improve that ef- 
ficiency. Power Assure's PAR4 Mea- 
surement Service ( www.powerassure 
.com ) features rack-level or full data 
center room energy monitoring and 
management tools to help cut down 
on out of control power consump- 
tion and improve the operating ef- 
ficiency of your equipment. PAR4 
includes an onsite visit from Power 
Assure for more precise measure- 
ments; specific figures and measure- 
ments from that visit that provide 
power levels while equipment is off, 
idle, loaded, or at peak performance; 
and the EM/4 Energy Management 
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Dashboard for better monitoring and 
quick comparisons. 

QUEST VRANGER 6.0 

The newest version of Quest's data 
protection software for virtual envi- 
ronments, vRanger 6.0, adds a bevy 
of new features for securing data in 
physical and virtual storage environ- 
ments. Quest's vRanger 6.0 supports 
VMware's vSphere infrastructure 
and is also designed to work with 
Windows Server 2003, 2008, and 
the upcoming 2012. It also supports 
multiple Microsoft applications, in- 
cluding Exchange, SharePoint, and 
among others. vRanger 6.0 is also an 
all-in-one backup solution for a va- 
riety of applications, including email 
systems, and it allows for "one- 
click recovery" to help you avoid 
downtime due to data loss. Quest's 
vRanger 6.0 solutions will be avail- 
able for $769 for virtual machines 
and $300 for physical machines. 

RACKSPACE PRIVATE CLOUD 
WITH OPENSTACK 

Setting up a private cloud using 
a trial-and-error method can result 
in potential downtime or complete 
system failure if mistakes are made. 



Rackspace's Private Cloud Software, 
which is built on OpenStack, helps 
companies avoid this uncertainty by 
letting them set up private cloud so- 
lutions in safe environments, test the 
setup using the software's built-in 
tools, and then run the multi-node 
cloud environments once they meet 
company requirements. Rackspace 
Private Cloud lets you build an en- 
vironment in a few minutes so you 
can start testing almost immediately. 
And if you run into any issues after 
the testing process, you can resort 
to Rackspace's Fanatical Support to 
ensure the cloud environment meets 
your needs. 

RED HAT ENTERPRISE 
VIRTUALIZATION 3.1 BETA 

Current Red Hat ( www.redhat.com ) 
customers using the company's En- 
terprise Virtualization solutions now 
have a chance to try out features the 
newest version will have to offer with 
the Enterprise Virtualization 3.1 beta. 
There are quite a few new features 
and tools built into this release that 
will help improve the performance 
of open-source virtualized environ- 
ments. For instance, version 3.1 will 
feature scalability up to 160 virtual 



CPUs and 2TB of RAM in a virtual 
machine, faster movement of disk 
images between arrays, and more in- 
depth physical-to-virtual migration 
for Enterprise Virtualization-based 
environments. Red Hat plans to re- 
lease the full version of Enterprise 
Virtualization 3.1 later this year, but a 
trial version is also available for new 
users to try. 

S0LARWINDS FIREWALL 
SECURITY MANAGER 

SolarWinds ( www.solarwinds.com ) 
recently released its new FSM (Fire- 
wall Security Manager), which is de- 
signed to work with the company's 
other IT Management offerings in- 
cluding its Network Configuration 
Manager. FSM lets companies mon- 
itor and manage their firewalls to 
ensure that specified rules are being 
enforced, alarms are being sent 
once a rule is broken, and that se- 
curity reports and audits are much 
easier to develop. One of the most 
helpful features is the ability to test 
rules prior to deployment, so you 
can know immediately how it will 
affect your existing rules and poli- 
cies. SolarWinds FSM pricing starts 
at $1,295. 



Rackspace's OpenStack- 
powered Private Cloud 
Software makes it 
easier for companies 
to deploy, test, and 
maintain their cloud 
environments to 
prevent potential issues 
and downtime after 
installation. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 




The SunVolt, from Don 
Cayelli, is a portable 
and durable solar pow- 
ered charging station 
that will charge almost 
any device using noth- 
ing but the sun's rays. 



HARNESS SOLAR POWER TO CHARGE MOBILE DEVICES 

>■ If you frequently take your gadgets with you when working outside, taking 
hikes, or going on other excursions where electrical outlets are unavailable, 
there's still a way to charge your devices using the best power source of all: 
the sun. The SunVolt Portable Solar Power Station, created by Don Cayelli, 
comes in a durable, waterproof carrier that resembles a laptop case and opens 
to reveal a large solar panel. When your devices need a charge, set up the 
SunVolt in the path of the sun's rays and plug in your device. Cayelli claims 
that on a clear day, the SunVolt will charge devices just as quickly as a wall 
outlet. The solar power station is a Kicks tarter project, and it recently reached 
and exceeded its funding goal of $30,000. 



PANASONIC SHOWCASES NEW ARTIFICIAL PHOTOSYNTHESIS 
APPROACH 

> Panasonic is going back to the basics of elementary school science to help curb the 
trend of carbon dioxide polluting the atmosphere. The company has developed a 
new approach to artificial photosynthesis (a manmade version of the natural process 
where plants turn carbon dioxide and water into energy), that uses nitride semicon- 
ductors to instead change water and carbon dioxide into formic acid. According to 
Panasonic, this process is only 0.2% away from being as efficient as natural photo- 
synthesis in its conversion. 

This new method is being developed for use in power plants and environments 
where incinerators are used. Instead of allowing carbon dioxide to freely escape 
into the atmosphere, artificial photosynthesis systems could absorb it for use in the 
creation of formic acid, which is most commonly used as a preservative in livestock 
feed and as a cleaning agent in cleaning products. 
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FROM CHARGING STATIONS 
TO SMART GRIDS 

>* New York City is packed to the gills 
with apartments, buildings, and busi- 
nesses that draw electricity from the 
city's power grid and energy providers 
are looking for ways to improve ef- 
ficiency. While it may seem unrelated, 
Green Charge Networks, a provider of 
onsite charging stations at a few New 
York-area gas stations and rental car 
locations, may actually be able to help 
make that happen. 

Consolidated Edison recently re- 
ceived $45 million in funds from the 
Department of Energy, and it is putting 
a portion of that money toward a part- 
nership with Green Charge Networks. 
This partnership will give ConEd control 
over a small part of the city and let it 
actually monitor and manage energy 
consumption for specific addresses. This 
new level of control could someday be 
expanded to other parts of the city and 
lead to a more individualized and easier- 
to-manage smart grid. 



Green Charge Networks' GreenStation is currently being used at 7-Eleven stores and 
AVIS rental car locations to provide electric vehicle recharges without changing the 
energy infrastructure of the business itself. The GreenStation is available in a stationary 
form-factor or as a mobile version for temporary or emergency charging station needs. 



FUJITSU TAKES ANEW 
APPROACH TO RECYCLING 

>* It's common for companies to 
design new devices with some 
components made of recycled 
materials, but Fujitsu is going be- 
yond recycling older electronics 
to make new ones. The company 
has come up with a system that 
recycles used CDs and DVDs and 
uses the plastic in the bodies of 
notebook computers. Fujitsu is 
starting with its Lifebook P772/E 
and plans to use the technique 
with other products, as well. 
According to the company, using 
recycled disc-based media for 
its devices will result in a 15% 
reduction in carbon dioxide 
emissions. An added bonus is 
that much of the plastic in CDs 
and DVDs is non-toxic, which re- 
duces the potential for contami- 
nation during the recycling and 
repurposing process. 



NASA WORKING ON A 
GREENER ROCKET FUEL 
ALTERNATIVE 

> NASA is attempting to 
eradicate the use of hydra- 
zine, a highly toxic chemical 
fuel used as a propellant for 
satellites, rockets, and more, 
with its Green Propellant 
Infusion Mission. This mission 
involves a partnership with a 
team of scientists at the Ball 
Aerospace & Technologies 
Corp. The ultimate goal is to 
create an environmentally 
friendly alternative to hydra- 
zine-based fuels sometime 
within the next three years 
NASA's Space Technology 
Program is providing $45 
million in funding for the mis- 
sion, which will seek to make 
its new propellant not just 
green, but also less costly than 
its toxic alternatives. 



OCEAN POWER 
TECHNOLOGIES 

> Water power has been used 
to create electricity in dams and 
in other applications for years, 
but Ocean Power Technologies 
is trying to harness the power of 
ocean waves to produce as much 
as 1.5 megawatts of electricity. 
The company recently received a 
35-year permit from the Federal 
Energy Regulatory Commission 
for the project. The plan is to 
placelO buoys in the ocean just 
off the coast of Oregon and route 
the energy they produce un- 
derwater to a collection facility 
in the Oregon Dunes National 
Recreation Area. Ocean Powers 
Technologies is located in New 
Jersey but chose to place its buoys 
off the coast of Oregon due to the 
larger, more predictable wave pat- 
terns in the area that will generate 
more electricity. 
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Looking Past The Complexities 
To View The Benefits 




For reasons entirely under- 
standable, there's a tendency 
for companies to focus the 
majority of their attention 
on the complexities, hurdles, 
and obstacles they must sur- 
mount in order to implement 
a BYOD (Bring Your Own 
Device) policy within their 
workplaces. What often gets 
lost in such discussions con- 
cerning a company enabling 
its employees to bring their 
consumer mobile devices 
into the office are the various 
ways that BYOD will actu- 
ally benefit the company. 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



The following highlights some of 
the ways in which adopting a 
BYOD policy can prove advan- 
tageous to your company and its IT 
department. 

BENEFITS OF BYOD 

One reason that complexities tend 
to eclipse potential benefits in BYOD 
policy-making discussions is simply 
that BYOD remains a relatively new 
phenomenon industry-wide. Christian 
Kane, analyst for enterprise mobility, 




infrastructure and operations, at For- 
rester Research ( www.forrester.com ) , says 
because BYOD issues are difficult in 
nature, as well as still evolving, "it's un- 
derstandable complexities have over- 
shadowed the benefits to date/' Kane, 
however, believes this situation will 
change as "people get more comfortable 
and educated on BYOD and the various 
technologies involved evolve." 

The bottom line, he says, is that 
"BYOD is happening, and so I think 
the real heart of the conversations are 
twofold: First, how do we do this as re- 
sponsibly as possible, and second, how 
do we maximize the benefits?" 

Another reason that benefits tend to 
fall by the side is that there's no cer- 
tainty that many will even come to frui- 
tion. For example, the company saving 
money is a possibility after it introduces 
BYOD, but cost savings require other 
mobile enablement-focused invest- 
ments, such as investments in mobile 
applications, Kane says. 

Rob Enderle, president and principal 
analyst of Enderle Group ( www.enderle 
group.com ), meanwhile, says a benefit of 
BYOD is that it enables users to "choose 
the tools that they feel will best work for 



them and opens up avenues of produc- 
tivity in locations where traditional PCs 
wouldn't work." Further, BYOD offers 
the benefit of making workers more re- 
sponsive and more mobile. 

THE BYOD-IT DYNAMIC 

Among the gains of implementing 
BYOD, some that are frequently glossed 
over or not addressed at all are those 
related to the IT department, the unit 
typically charged with tackling a lion's 
share of BYOD-related tasks before and 



after implementation. As Enderle says, 
discussions concerning a company em- 
bracing BYOD can "put IT and users 
at cross purposes." Embracing BYOD, 
however, can result in "less aggravation 
between IT and users, and users who 
take far better care of their personal pro- 
ductivity hardware," he says. 

Kane considers the most important 
benefit regarding embracing BYOD to 
be the transformation it can cause as IT 
becomes more focused on people rather 
than on devices. "BYOD programs will 
make it much easier to start thinking 
about the IT organization as a service 
provider /integrator," he says. While 
many concerns related to BYOD are still 
under consideration, Kane says, one of 
the most interesting issues is that BYOD 
"really forces IT to stop being device- 
centric in their support philosophy and 
start being much more user/ applica- 
tion-centric. The device shouldn't be the 
primary factor here; it's about helping 
people get their jobs done." 

Overall, the benefits of adopting 
BYOD are "mostly focused on IT not 
wasting time on fighting this evolution 
and instead focusing on enabling it," 
Kane says. For example, BYOD can lead 



"[The] challenge with BYOD is that the 
majority of the benefits are still in the 
'potential 7 category/ 7 

Christian Kane 

analyst, enterprise mobility, infrastructure and operations, 

Forrester Research 
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IT to stop focusing on device 'break/ fix' 
issues and letting someone else address 
such problems so that it can instead use 
"that energy to figure out exactly which 
apps and data the users need to access 
on these devices/' 

FINANCIAL BENEFITS 

Arguably, finances is one area where 
benefits get their fair share of the lime- 
light in BYOD discussions. For many 
companies, a major motivator for even 
considering BYOD is the notion that 
doing so can save money. The idea here 
is that cost savings can derive from 
fewer device purchases, reduced device 
usage charges, and fewer lost and dam- 
aged mobile devices due to employees 
using their own. Elsewhere, Enderle 
says, benefits include "a reduction, or 
elimination, of capital expense for re- 
lated personal computers, less desktop 
service costs (picked up by the retailers, 
carriers, or other employees), and the 
potential for lower software licensing 
costs (depending on what is used)/ 7 

Another primary cost-related benefit 
is that employees armed with their own 
devices will be more productive. Some 
BYOD experts, however, have noted 
there's been a shift in thinking among 
companies on this point, as user satisfac- 
tion and device enablement are taking 
precedence over saving money. 

Kane says the problem with associ- 
ating financial benefits with BYOD is 
that many companies haven't "really 
defined what a BYOD program actually 
means and often confuse mobile enable- 
ment of the workforce with BYOD." 
Essentially, he says, because so many 
firms are attempting to embrace new 
devices, add mobile applications, and 
support new platforms while also cre- 
ating a BYOD program, the costs of all 
these entities often are lumped together. 
Mobile enablement, Kane adds, requires 
a significant investment (mobile device 
and application management tools, in- 
ternal app stores, mobile apps, etc.) be- 
cause such enablement "really means 
transforming your business." 

BYOD can result in cost savings, 
but Kane recommends thinking of it as 



"cost/ resource redistribution." He adds, 
"Let IT focus on more important things 
and invest that money which would 
have been spent on devices and device 
support on apps and app support." 

RECRUITING & REPUTATION 

A related benefit that can pay con- 
siderable dividends long-term is the 
positive influence adopting a BYOD 
policy can have on the company's rep- 
utation and ability to recruit modern, 
tech-savvy employees. BYOD, Enderle 
says, "can make the firm appear more 
cutting-edge" and the company's em- 
ployees "more knowledgeable about 
events that happen after hours or while 
they would typically otherwise be dis- 
connected." BYOD can also help a com- 
pany appear more employee-friendly, 
as well as make it "easier to get top 
talent particularly out of school," he 
says. Of all the gains a company can 
realize in adopting BYOD, Enderle con- 
siders the "ability to attract better em- 
ployees" as having the greatest overall 
measurable impact. 

Kane says younger and new workers 
entering a company just expect that they 
can use their consumer devices. They 




aren't asking if the practice is allowed, 
he says, "they're just doing it." The 
same can be said "for employees from 
all age groups really, but it definitely 
can give a company the perception of 
being progressive and in tune with their 
employees, customers, and partners," 
he says. Because BYOD is such new ter- 
ritory and many companies are strug- 
gling with it, BYOD can also indicate 
to those outside the company that "the 



company doesn't think of business and 
technology as two different things, but 
they need to be one to enable success," 
Kane says. 

WHEN BENEFITS 
AREN'T ENOUGH 

As happens with the introduction 
of any new initiative, BYOD offers po- 
tential short- and long-term benefits. 
It's possible, for example, a company 
will quickly see happier employees after 
introducing BYOD. "The actual produc- 
tivity benefits and service-cost reduc- 
tions take a while to work through the 
system," Enderle says. Kane says part 
of realizing long-term benefits is mental, 
while another part is "aligning IT with 
business objectives." 

For some, potential gains from BYOD 
don't outweigh the various complexi- 
ties involved with constructing, imple- 
menting, and maintaining a BYOD 
policy. One example where this can be 
true, Enderle says, involves the security 
of mobile devices, as mobile devices 
in general "aren't particularly secure." 
Thus, in industries where security is a 
high concern, BYOD "may represent an 
unacceptable risk," he says. 



Rob Enderle 

president and principal analyst, Enderle Group 



Similarly, Kane says for heavily reg- 
ulated firms BYOD can be extremely 
challenging, as regulations and legal 
challenges can often inhibit the pro- 
gram. "The real heart of the BYOD pro- 
gram," he says, "is being able to identify 
who this is appropriate for and who 
it isn't in the same way that compa- 
nies need to really look and see who a 
tablet might be appropriate for and who 
won't realize benefits from it." I 



"[BYOD] can make the firm appear more 
cutting-edge [and the company's employees] 
more knowledgeable about events that 
happen after hours or while they would 
typically otherwise be disconnected." 
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HOW TO- 

Get Your App 
To Market 

From Initial Idea To Distribution 



In the current business landscape, many companies are opting 
to build their own applications in order to fill certain unmet needs. 
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"Mobile consumers are really savvy. They 
are actually de-facto expecting certain criteria, 
like usability, scalability, and portability. All 
of that is kind of a given within an app. You 
can't be thinking in a single dimension any- 
more. You have to think on two dimensions. 
We're talking about both a vertical and a 
horizontal development strategy/ 7 

Altaz Valani 

senior research analyst, Info-Tech Research Group 



You could create an internal 
application that improves 
communication between your 
employees and customers or you 
could create a more in-depth appli- 
cation that helps you monitor your 
company's network or data. If there 
is an unmet need in your company or 
even in your industry as a whole, it 
only makes sense to make your own 
application to solve the issue. 

However, you may find 
throughout the development pro- 
cess that this app could be useful for 
people outside of your company or 
customer base. You may want to re- 
tool the app for use with multiple 
devices, including smartphones, tab- 
lets, and laptops. And you may want 
to offer this product to the public and 
possibly make additional revenue 
from the ensuing sales. 

The truth is that the development 
process for an internally used solu- 
tion is a bit different from developing 
an app for public use. You have to 
consider your target audience, make 
sure your application is needed and 
will actually sell, and then suffi- 
ciently test the app for eventual dis- 
tribution. It can be a lot to take in at 
first, but we'll walk you through the 
process and show you how to suc- 
cessfully bring your app to market. 

FOCUS & THE IDEA STAGE 

Before you can start developing 
and distributing an application, you 
have to determine whether or not the 
project is actually worth pursuing. 
If you don't perform the necessary 
research, you could spend quite a 
bit of money building an app that 
doesn't fulfill a need or doesn't have 
an audience. "The first place to start 
is with the app store itself," says 
David Jilk, CEO of Standing Cloud 



( www.standingcloud.com ). "Look for 
similar applications or applications 
that are attempting to solve a similar 
problem. Read all the reviews, and 
use the applications yourself. This 
will tell you a lot about the state of 
the market and whether you can be 
a fast follower or whether you might 
add or change something to create 
additional value." 

Once you home in on the idea 
for your app and see that there is a 
need in certain app marketplaces, 
you can figure out who your target 
audience will be. Some apps are 
simple productivity apps for note- 
taking or to-do-lists, but others are 
for more in-depth business pro- 
cesses and pertain to more specific 
industries. And perhaps equally im- 
portant to finding a target audience 
is making sure that your app is in- 
tegrated across multiple platforms, 
both mobile and otherwise. 

"You need to get out of the mo- 
bile-only mindset," says Altaz Valani, 
senior research analyst at Info-Tech 
Research Group ( www.infotech.com ). 
"You can use mobile to get into the 
marketplace, but everything is con- 
nected and everything is a potential 



device. Be prepared to expand be- 
yond mobile. Users are now looking 
for integration with their tablets and 
with their desktops, so you have to 
service that need. You have to keep 
all of these branches synchronized at 
all times." 

BUILD THE APP 

If you feel confident that your 
idea for an app is worth pursuing, 
then the next step is to build it. Your 
company may have people on-staff 
who are experts at app building, but 
if your workforce lacks some of the 
technical know-how, it's a good idea 
to enlist the services of a third part 
vendor. With both approaches, you'll 
have to build an initial version, which 
will serve as your "lean startup," ac- 
cording to Jilk. The lean startup is 
the "minimum viable product, which 
is the simplest product that you can 
build that will actually begin to test 
the need," he adds. You can have em- 
ployees within the company or close 
friends outside of the company try 
out the app and give you feedback to 
improve the next version of the app. 

A potential deterrent to building 
an app in-house could relate to 



Key 
Points 



Make sure your applica- 
tion either does something 
completely new or does 
something better than 
other existing apps. 



Build your application 
and test it as much as 
possible before you 
submit it to an app 
marketplace. 



Choose the best marketplace 
for your app and set the 
price by comparing to other 
similar apps or basing it on 
your app's feature set. 



Listen to user feedback 
and regularly update 
your app to improve 
older features and add 
more functionality. 
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your choice of platform. If you are 
building for one platform, such as 
iOS or Android, then your in-house 
team might be able to handle the 
programming, testing, and debug- 
ging needs of the app. But "if you're 
thinking about spreading across mul- 
tiple platforms and devices, then the 
best approach is to consider an ab- 
straction of the whole mobile space, 
and there are third-party companies 
that do that," says Valani. 

TEST THE APP 

At this point, youVe developed a 
minimum viable product version of 
your application, performed limited 
testing internally and externally to 
an extent, and you've used that feed- 
back to build a more stable version. If 
you feel comfortable with the current 
state of the app at this time, then you 
should start casting a wider net for 
testers. "You'll want to have a small 
set of users try it out to shake out the 
obvious bugs and features that are 
difficult to use," says Jilk. "Then, you 
probably should do a more formal 
beta test, which again will give in- 
sight into the value as well as make 
sure it works." 




As Jilk suggests, limited private or 
public beta tests are a great way to 
get feedback on your app before you 
release it into the marketplace. You 
need to get a wide sampling of dif- 
ferent types of users to make sure the 



app does exactly what it claims to do. 
Each new round of testing will bring 
new bugs and usability issues to your 
attention, which can be addressed 
well before the official release. The 
key to creating a truly successful app 
is to put your best foot forward by 
continually checking and double- 
checking its functionality to ensure 
the best possible user experience. 



and Google Play is the least strict. 
Further, Android apps can be dis- 
tributed outside of a marketplace, so 
you can just make them available for 
download on a web site. This sug- 
gests that, if you plan a multi-plat- 



form strategy, it's easier to start with 
Android." 

If you've built your app with the 
intent of generating revenue, then 
you'll need to set a price point after 
you've selected an app market- 
place. According to Valani, there is 
a threshold where most apps "are 
99 cents to three dollars." Less ex- 
pensive apps can lead to more sales 
or even impulse pur- 
chases, but if you be- 
lieve your app has 
a large enough fea- 
ture set to warrant a 
higher price, you can 
always go beyond the 
threshold. Valani also 
adds that lower priced 
apps make it so "you're 
being driven primarily 
by volume." But if your 
fill a particularly large need, 
may be able to make up the 
e in total revenue. 

RT THE APP 

evelopment process isn't 
soon as the app hits the 
lace. You should regularly 
on customer reactions and 
reviews to determine whether or 
not you need to make changes to 
the app through quick updates or 
make wholesale changes in a future 
version. However, as we pointed 
out earlier, you must test your ap- 
plication extensively beforehand to 
make sure you don't end up with 
an unfixable product right from the 
beginning. 

"Buggy and slow applications just 
won't survive," says Valani. "There's 
a very low barrier where if the app 
doesn't do what I need to do, it's 
gone. You need constant updates and 
to consider things that are really im- 
portant to your users, such as per- 
formance, scalability, bug fixes, and 
security. The moment you start to get 
things that aren't working correctly, 
you open the opportunity for a com- 
petitor to get in there and create an 
app that actually offers that." 



DISTRIBUTE & 
SELL THE APP 

it win be obvious Explore each 
which marketplace marketplace 

to submit your app to r . 

if you've built it with to determine 
a specific platform where your app 

focus. But if you went should be. 

into the development 
process with a more 
open approach, then 

the curating process of each market- app can i 

place may help make your decision then you 

for you. "The actual process of get- differena 
ting into a marketplace depends on 

the marketplace and how stringent SUPPOf 

its 'curating' process is," says Jilk. The d 

"Apple's is the most extensive, and over as 

they reject apps for many reasons. marketp] 

Microsoft's curating is moderate, check in 



"In the early stages it's somewhat crucial 
not to build for multiple platforms. There 
are tools that enable you to generate an 
application for the different targets from one 
code base, but then you are stuck with 
least-common-denominator navigation and 
user interface, which reduces the appeal of 
the app and will get you lower ratings/' 

David Jilk 

CEO, Standing Cloud 
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TABLETS 



For Business how to choose 



Many businesses have deployed (or made plans 
to deploy) tablets, and throngs have purchased 
tablets they regularly use for work. Still, some 
companies remain unsure about whether the 
current crop of tablets can really meet various 
business requirements. We explored the degree 
to which such concerns are reasonable. 



TODAY'S TABLET 

Although tablets still can't match a 
PC for heavy graphics processing, 
storage capacity, memory, and hard- 
ware connectivity options, tablets are 
gaining ground. And in some areas, 
tablets perform almost as well. Some, 
for example, use dual-core proces- 
sors. Primarily, however, tablets' 
main strengths include rapid startup 
times, relatively lengthy battery life, 
lightweight portability, and inte- 
grated mobile broadband and Wi-Fi 
connectivity for convenient Internet 
access. Further, the symbiotic rela- 
tionship between tablets, apps, and 
cloud computing services makes tab- 
lets desirable in the workplace. 

As evidence, consider these statistics: 

> AMI-Partners recently reported 
700,000 U.S. SMBs now use tab- 
lets, a total expected to increase 
85% in the coming year 

> Techaisle reports 8.87 million tab- 
lets in use in U.S. SMBs, with in- 
dividuals bringing their tablets 
to work owning more than 50% 

> iPass reports that 87% of mobile 
workers owning tablets do at 
least some work on them 

> Model Metrics reports 78% of 450 
business IT managers, execs, and 
professionals it surveyed plan to 
deploy tablets before 2014; 22% al- 
ready have; and 72% report tablets 
are in use but haven't been offi- 
cially deployed 

What functions are those tablets 
serving? Among other things, tab- 
lets enable tracking inventories, 
conducting transactions, collabora- 
tion and communication, updating 
businesses' social networking sites, 
taking notes, checking email, viewing 
stock prices, reviewing contracts, dis- 
playing portfolios, accessing calen- 
dars and contacts, updating patients' 
data, inspecting blueprints, working 
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with spreadsheets and other docu- 
ments, and using custom-built apps. 

We will take a look at the ways in 
which user requirements match up 
with tablet capabilities, and how your 
company can use that information 
when purchasing tablet computers. 

THE IDEAL USER 

In general, today's tablets meet user 
demands in the areas of performing 
basic tasks such as exchanging email, 
using the Internet, and viewing and 
editing content. Beyond that, the key 
to a successful business tablet lies 
mainly in apps, whether they be com- 
monly available productivity apps or 
custom apps developed by the enter- 
prise for its workers. 

Rob Enderle, principal analyst with 
the Enderle Group ( www.enderlegroup 
.com ), says tablets are well-suited as 
'Tow-cost solutions targeting terminal 
and forum-like functions. " Businesses 
with high mobile terminal needs, 
field sales and maintenance, and ver- 
ticals such as insurance are also good 
matches. Running administrative or 
maintenance utilities, managing sched- 
ules, and using form-based local tools 
are examples of where tablets earn their 
keep, he says. Health services will be a 
future example when tablets are "better 
secured," he says. 

Enderle believes tablets will advance 
to a point where theyTl be suitable for 
any business need, including those with 
heftier processing and graphics loads. 
Newer tablets with more powerful 



processors (sometimes even multi-core 
CPUs) are more capable than earlier 
models when it comes to running more 
intensive apps. Enderle expects tablets 
to transition into more of a creation 
role in 2012 as "digitizer screens and 
Windows 8 show up." 

TASK-SPECIFIC RUNDOWN 

Based on our conversations with ana- 
lysts and experts expect current tab- 
lets to provide the following typical 
performance in these areas: 

Email attachments. Tablets support to- 
day's most common email attachment 
formats and are adequate for light ed- 
iting. Tablets are better for reading at- 
tachments than creating them. 

Documents. Tablets are good for 
viewing documents, spreadsheets, 
and presentations, and for light ed- 
iting tasks. Tablets are less useful 
when it comes to making extensive 
changes, especially to complex files. 

Web access. You can expect a good 
Web experience on tablets. Adobe 
Flash-based sites work on most non- 
Apple models; Flash performance can 
be weak, however. 

Network access. Some tablets include 
network access optimization features 
that save battery life. There are also some 
apps that detect network availability and 
can minimize network calls in order to 
efficiently use network resources. 



Data rates. Signal strength can be an 
issue with some tablets, but otherwise 
tablets are great as mobile terminal de- 
vices for doing business in real-time. 
Prevalent Wi-Fi, expanding 4G access, 
and less expensive data rates are mini- 
mizing data connection worries. 

Multitasking. Despite notable im- 
provements, multitasking remains a 
mitigated weakness relative to full- 
sized computers and laptops. 

APPS & CLOUDS 

An area where no one disputes tab- 
lets' prowess is the possibilities they 
open up when used with apps, in- 
cluding business-specific custom- 
built apps, and cloud services that 
enable remote access to company 
data, contacts, calendars, email and 
chat, and more. Without the cloud 
and Web services, Enderle says, tab- 
lets "are far less useful." 

Potential buyers should keep in 
mind security and offline access ca- 
pabilities where tablets and associ- 
ated apps and services are concerned. 
Security-wise, onboard encryption, for- 
malized data-device policies, remote 
data wiping and device management, 
and other factors should be addressed 
as part of a mobile device strategy. 
Offline access to data is also a must, as 
it permits workers to draw more pro- 
ductivity from their tablets even when 
an Internet connection is not available. 
Additionally, when considering ap- 
plications or their development, it's 
helpful to keep screen real estate in 
mind and to choose apps designed spe- 
cifically for tablets (as opposed to those 
designed to run on both smartphones 
and tablets) when at all possible. 

INTO TOMORROW 

For those still uncertain that a 
tablet makes business sense, con- 
sider Enderle's point that tablets are 
meeting a previously unmet demand 
for portable terminals and "penetra- 
tion is expected to increase at a faster 
rate once they begin to absorb the 
laptop roll next year." 



Tablet Adoption 
Skyrocketing 

According to Futuresource 
Consulting ( www.future 
source<onsulting.com ), tablet 
sales worldwide reached 
18.8 million inQ1 2012, a 
188% increase over Q1 
2011 sales. Here are some 
other salient figures from 
the most recent Future- 
source report on the topic: 



23% 

Projected tablet 
penetration in the 
U.S. consumer 
market for 201 2 



400 



125 



Year-over-year 
^ growth of tablet app 
downloads world- 
wide, Q1 2012 



Total number 



#□ of tablet app down- 
i loads expected for 

2012 worldwide 



Approximate retail 
value for those 6. 
billion tablet apps 



!$2.1 

BILLION 



PCToday / October 201 2 47 




Patents 



Privacy 

How Risky Are Mobile Apps? 



A mobile app can be a worth- 
while (and sometimes neces- 
sary) tool for businesses. The 
good news is that it's getting increas- 
ingly easy, affordable, and profitable to 
devise such apps. The bad news is that 
it's possible to run afoul of existing IP 
(intellectual property) patents or inad- 
vertently misuse private customer data. 

THE PATENT 
INFRINGEMENT PARTY 

A July 2011 article in the British 
newspaper The Guardian spotlighted 
a growing problem: As patent "trolls" 
step up their attacks on developers, 
often seeking injunctions and dam- 
ages over completely unintentional in- 
fringements, developers are opting to 
remove their wares from popular U.S.- 
based app stores. 

In IP circles, "troll" is the collo- 
quial term for a NPE (non-practicing 
entity), an individual or organization 
that owns patents within a given field 
but does not use those patents in any 
practical, productive sense. Instead, a 



troll's patents serve merely as a litiga- 
tion weapon in fights more businesses 
are trying to avoid. 

James E. Geringer, a partner 
with Portland, Ore. -based law firm 
Klarquist Sparkman, LLP ( www.klarquist 
.com ), points out, "The patent system 
is meant to promote progress, and to 
help bring new solutions to market. If 
there's a market in this country for an 
innovative product or service, whether 
it's a software app or anything else, it 
would be highly ironic if businesses' 
perceptions of our patent system de- 
terred them from bringing innovation 
to our markets. It would be a case of 
the tail wagging the dog, particularly 
if the weight of suits by non-practicing 
entities [were to] end up keeping prac- 
ticing entities from taking the risk of 
being in the U.S. market at all." 

Loss of revenue from side-stepping 
U.S. app stores is only one risk. For 
those who choose to roll the dice and 
stay on the market, a patent infringe- 
ment lawsuit can bring unexpected 
costs, disrupt present and future busi- 



ness plans, and distract from regular 
operations. Moreover, for companies 
seeking outside capital, being under 
the shadow of litigation is not likely to 
entice investors. 

As Geringer notes, businesses can 
be too cautious, but they can also be 
too aggressive. No one can afford to 
forsake business markets any more 
than they can afford to ignore software 
patents simply because the research is 
inconvenient or costly. 

PRIVACY PITFALLS 

Beyond patent infringement con- 
cerns, mobile app developers must also 
contend with privacy issues. Currently, 
there are almost no limits on what user 
data a mobile application can retain 
or share. In late February this year did 
California announce the nation's first 
requirement for mobile apps to post 
privacy policies. 

Applications may have perfectly 
legitimate and useful reasons for ac- 
cessing users' contact lists or physical 
location information, but handling this 
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data irresponsibly (such as through not 
encrypting user data when sending it 
over the air) can lead to severe backlash. 
Amrita Srivastava, principal attorney at 
Redmond, Wash.-based Auxilium Law 
( www.auxi I iumlaw.com ), notes that poten- 
tial results include "consumer lawsuits 
for damages and violation of privacy 
right, loss of business when consumers/ 
media find out, and investigations by 
government agencies such as FTC and 
state attorney general offices/' 

No one questions that there are 
considerable business benefits to be 
had from mobile apps by vendors 
and users alike. Unfortunately, ac- 
cording to Srivastava, not all devel- 
opers take proper care in designing 
their software, and startups in par- 
ticular often fail to manage the privacy 
risks inherent in mobile apps from the 
software's outset. Problems merely 
compound as the development pro- 
cess gets further along. 

"Managing these risks should be 
an integral part of product planning, 
marketing strategies, as well as corpo- 
rate policies/' she says. "Privacy issues 
generally arise when (1) they fail to 




follow their own privacy policy — for 
example, they say they don't share in- 
formation with third parties even when 
they do; (2) their employees, affiliates, 
network, or system inadvertently dis- 
close consumers' personally identifi- 
able information, exposing them to 
potential harm; and (3) they call, text, 
or send messages or advertisements to 
consumers without their consent." 

DUE DILIGENCE 

Not surprisingly, both Geringer 
and Srivastava recommend seeking 
legal advice early in the mobile app 



planning process. A little investment 
can clearly yield a lot of dividends. 
Beyond counsel, the situation for mo- 
bile app developers is not as bleak as 
it might at first seem. Geringer states 
that the risks of an injunction if sued 




by an NPE — which would neces- 
sitate a halt to associated app sales 
or recoding around the offending 
patent — are now very low. This is in 
part thanks to a shift in patent law 
arising from the 2006 case of eBay Inc. 
v. MercExchange, LLC, wherein the 
latter claimed to own the patent cov- 
ering eBay's "But It Now" function. 
The case ultimately led to the elimina- 
tion of automatic injunctions being is- 
sued following the discovery of patent 
infringement. 



Amrita Srivastava 

principal attorney, Auxilium Law 



"Patents are analyzed like other in- 
junctions in other areas of the law," 
says Geringer. "It's a balancing of fac- 
tors. If the plaintiff is not practicing the 
patent, or competing with the adjudi- 
cated infringer, the plaintiff can have a 
hard time showing that it really needs 
an injunction. Instead, a Court might 
order the adjudicated infringer to pay 
more money. That's not welcome, but 
it's less disruptive than an injunction, 
which can really throw a wrench in a 
company's gears." 

The rise of the Internet has made 
selling mobile apps to very distant 



customers instantaneous and easy, 
but having that capability also means 
that a developer in Maine can be sued 
for patent infringement by someone 
in California over literally $5 in sales. 
Fortunately, the courts are not devoid 



of reason or mercy, and fears of a ju- 
dicial system being out of touch with 
reality are often unfounded. 

According to Geringer, judges are 
very unlikely to force a developer to 
argue a case over $5 in a courtroom 
3,000 miles from home. Courts are sen- 
sitive to litigation costs, company sizes, 
distances, and so on. Additionally, 
judges are more likely to show lenience 
to companies that can demonstrate 
their respect for IP and prove that they 
attempted to perform their due dili- 
gence in the app development process. 

Similarly, Srivastava advocates for 
developers to document their actual 
privacy practices. That is, developers 
should determine the different points 
in each app's functionality where con- 
sumer privacy could potentially be 
compromised (e.g., when data is in 
flight to server-based storage, during 
employee interaction, and when 
sharing data with another app), de- 
tail these in writing, and describe how 
security measures were devised and 
implemented to address those risks. 

"Make sure that your privacy policy 
reflects those practices at all times and 
revise the policy if necessary," says 
Srivastava. "Comply with the privacy 
protection standards in the industry, 
and routinely and frequently monitor 
your data security systems. If you do 
find yourself under legal scrutiny, don't 
do anything until you talk to a lawyer 
who is an expert in the field — and hope- 
fully you hire one soon enough." 



"Comply with the privacy protection stan- 
dards in the industry and routinely and fre- 
quently monitor your data security systems. 



"The patent system is meant to pro- 
mote progress, and to help bring new 
solutions to market." 

James E. Geringer 

partner, Klarquist Sparkman, LLP 
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Tablet Updates 

You use your tablet every day, so you don't want to be left out of the loop when 
developers roll out changes and updates. Each month we research the latest OS 
updates, firmware upgrades, and tablet releases so you don't have to. 



Motorola Droid 
Xyboard tablets 
were recently 
updated to Android 
4.0 (aka Ice Cream 
Sandwich) after 
being on the market 
for nine months. 




Tlie Fujitsu STYLISTIC 
M532, running 
Android 4.0, packs a 
punch with its Nvidia 
Tegra 3 processor and 
front- and rear -facing 
cameras. 



APPLE EVENT PLANNED TO 
LAUNCH IPAD MINI 

If youVe been interested in the iPad 
but putting off buying one, it seems 
there will soon be a new model to 
choose from. According to The Dow 
Jones & Company's AllThingsD.com, 
following the September 12 debut of 
Apple's new iPhone 5 will be an event 
in October to launch the iPad Mini. It 
seems that Apple has decided to give 
each device its due with two events. 
Not much is known yet about the iPad 
Mini, other than the fact that it's ex- 
pected to feature a display of less than 
eight inches. 

FUJITSU RELEASES 
ANDROID 4.0 TABLET 

While Fujitsu has been in the news 
recently regarding its work on Windows 



8 tablets, the company has also been 
working on and released an Android 
4.0 (aka Ice Cream Sandwich) tablet: the 
STYLISTIC M532. The tablet features 
a 10.1-inch display, an Nvidia Tegra 3 
processor, 32GB of SSD storage, a 2MP 
front-facing camera and a high-quality 
8MP rear-facing camera with flash 
and autofocus. Fujitsu is positioning 
the M532 as a business tablet because 
of its 3G and Wi-Fi support and its full 
access to productivity-based Google 
Play apps. 

MOTOROLA XYBOARD TABLETS 
RECEIVE ICE CREAM SANDWICH 

Motorola's Droid Xyboard 10.1 and 
8.2 tablets recently received access 
to the Android 4.0 (aka Ice Cream 
Sandwich) OS update. With this up- 
grade, users will see improvements 



in the overall speed, smoothness, and 
quality of Web browsing, app navi- 
gating, and more. You can expect more 
robust image editing features, as well. 
Android 4.0 also brings facial-recogni- 
tion technology to the Xyboard tablets, 
so your device will unlock only when it 
recognizes your face. 

SAMSUNG GALAXY NOTE 10.1 
WILL GET ANDROID 4.1 SOON 

Although a specific timeline hasn't 
been set for release, the Samsung 
Galaxy Note 10.1 is set to receive an 
Android 4.1 (aka Jelly Bean) update 
very soon. Other Samsung devices 
have been receiving 4.1 updates already 
or are scheduled for them in coming 
months, so it'll only be a matter of 
time before Galaxy Note 10.1 owners 
join the party. 



50 October 201 2 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



Top 
Tablet 
Apps 




There is a seemingly endless supply of apps available for 
today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, produc- 
tivity, and travel. You'll find a mix of apps that are new or 
have been recently updated and apps that have stood the 
test of time and received high ratings from users. 



Maxthon Web Browser 

for Android 



COMET SUITE 

>iOS | Free | 2.6MB 

Actsoft's Comet Suite (Rel. Aug. 7, 
2012) is makes employee manage- 
ment easier. With access to live GPS 
tracking, you can monitor employee 
to track workers and delegate tasks on 
the fly. The app lets your employees 



clock in and out, track their breaks and 
lunches, and attach forms to records 
for detailed reporting. Plus, as the su- 
pervisor, you can follow the "bread- 
crumb trail" of your employees to 
ensure they're taking the most efficient 
routes; track their timekeeping habits 
yourself; and view all of this informa- 
tion through the app or on the Web. 




mysms Tablet - Text Anywhere 

for Android 
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HT RECORDER FOR IPAD 

>iOS | $6.99 | 7MB 

HT Recorder For iPad (Rel. July 12, 
2012) from Applied Voices is ideal 
for those situations when you need 
to record a meeting, conference, or 
other event and all you have with 
you is your iPad. HT Recorder fea- 
tures three microphone sensitivity 
levels for judging distance; a full 
set of editing tools for cutting down 
extra-long recordings; and the ability 
to transfer recordings (depending on 
size) via email, Wi-Fi, FTP, or iTunes. 
And as an extra helpful feature, HT 
Recorder also lets you bookmark cer- 
tain segments within a recording for 
quick access at a later time. 

MAXTHON WEB 
BROWSER FOR TABLET 

> Android | Free | 23.3MB 

If you own a larger Android tablet, 
you know how difficult it is to find a 
third-party browser with all the right 
features and just the right resolution. 
Maxthon Web Browser For Tablet 
(Rel. Sept. 10, 2012) is optimized for 
7.7-inch or larger Android tablets 
and has a lot of features that regular 
tablet users will appreciate, including 
tab-based browsing, a Speed Dial 
feature for quick access to the sites 
you visit most often, and the ability 
to sync bookmarks from your com- 
puter to your tablet via the cloud. The 
browser is also customizable with 
avatars, themes, skins, and more. 

MYSMS TABLET- 
TEXT ANYWHERE 

> Android | Free | 1.2MB 

Sure, email is a nice way to commu- 
nicate with friends or colleagues via 
your tablet, but if you prefer more 
instantaneous communication, then 
mysms Tablet - Text anywhere (Rel. 
Sept. 6, 2012) from Up To Eleven is 
a solid messaging app to consider. 
This app lets you send and receive 
text messages and also syncs those 



messages with your smartphone and 
computer. You are not charged for 
incoming or outgoing texts long as 
the person you are texting with is a 
mysms user, as well. In addition to 
text-based SMS messages, mysms 
also supports photo and file sharing, 
which could also improve collabora- 
tion capabilities for employees. 

ONSPOT SOCIAL 

>iOS | Free | 17.2MB 

For companies, having a social net- 
working presence is huge, but you 
can never know if a person will ac- 
tually follow you or like your page 
after they are out of sight. OnSpot 
Social (Rel. July 22, 2012) takes a dif- 
ferent approach to social media out- 
reach and lets users like your page 
on Facebook, follow you on Twitter, 
or give you their email address for 
newsletters or other correspondence. 
You can customize the application 
to fit your company's aesthetics 
and even use it as a kiosk at events. 
OnSpot Social is free to download, 
but you'll have to buy a subscription 
(ranging from $24.99 to $174.99) to 
unlock the premium features. 

PHONE SWIPE- 
CREDIT CARD TERMINAL 

>iOS | Free | 17.9MB 

With Phone Swipe - Credit Card 
Terminal (Rel. Aug. 21, 2012) from 
North American Bancard, you can re- 
ceive credit card payments and track 
cash payments on your iPad. After 
you get approval for a merchant ac- 
count, you'll receive a free credit card 
reader. Funds will begin arriving in 
your account within two business 
days of processing a transaction. The 
app uses GeoTax to calculate rates 
for specific locations, lets you add 
discounts for on-the-spot sales, and 
much more. You can also print or 
email receipts and view reports 
through the app or via the Phone 
Swipe Merchant Portal. 
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SALESVU POINT OF SALE AND 
MOBILE PAYMENTS FOR IPAD 

>iOS | Free | 4.1MB 

SalesVu Point of Sale and Mobile 
Payments for iPad (Rel. May 16, 
2012), from SalesVu, lets you track 
cash, check, and gift card transac- 
tions, as well as accept credit card 
payments (for a 2.7% flat fee). Also 
beneficial for SalesVu users is a 
cloud-based infrastructure, so you 
can upload data via the cloud and 
stay on top of things at your business 
no matter where you are. 

SAYHI TRANSLATE 

>iOS | $0.99 | 25.4MB 

Most companies are outgrowing 
solely domestic business and are in- 
stead opting for a global focus, which 
can lead to communication issues due 
to language barriers. SayHi Translate 
(Rel. July 24, 2012) provides almost 
instantaneous translation for faster 
communication. Simply speak some- 
thing into your iPad's microphone, and 
SayHi will translate it into a language 
anyone can understand. The app sup- 
ports English, Spanish, French, Italian, 
German, Japanese, Mandarin, and a 
multitude of other languages. When 
you need to begin translating, select 
your language and that of the person 
you are speaking to, press the button 
for your language when you talk and 
then press the button for your recipi- 
ent's language when he speaks to keep 
the conversation moving along. 

STICKY NOTES HD 
TABLET WIDGET 

> Android | Free | 210KB 

If you use sticky notes as your pri- 
mary task-management solution, then 
Tremeric's Sticky Notes HD Tablet 
Widget (Rel. May 12, 2012) is a digital 
version of the to-do tracking method 
you love. You can create as many sticky 
notes as you want, stack them on top of 
each other for ordering purposes, and 



rotate through all of your reminders to 
find the most pressing tasks. If you seek 
more customization tools, a paid ver- 
sion of this app is available. 

TED 

> Android | Free | 3.4MB 

Whether you are looking to be in- 
spired or you enjoy anything 'Tech- 
nology, Entertainment, Designs- 
related, TED (Rel. Jun 20, 2012), form 
TED Conferences, may appeal to you. 
This app provides immediate access 
to talks from "some of the world's 
most fascinating people" via the 
more than 1,200 TEDTalk videos and 
audios. New content is added every 
week, so you'll never be out of the 
news loop and will always have ac- 
cess to information that pertains to 
your home and work interests. 

TIMETRACKER - TIME SHEET 

>iOS | $2.99 | 10.5MB 

Silverware Software's Time Tracker 
- Time Sheet (Rel. Aug. 8, 2012) lets 
you not only track your time for pay- 
ment purposes, but also track your 
expenses. The app is also highly cus- 
tomizable so you can track a trip from 
beginning to end, categorize it using 
different listing options, and make 
sure you don't forget a thing for your 
time sheet and expense reports when 
you return to the office. 

WAVE MOBILE COMMUNICATOR 

>iOS | Free | 2.3MB 

If you need to talk to multiple groups 
of people at once but don't have a 
conference-capable phone nearby, 
then WAVE Mobile Communicator 
(Rel. Aug. 17, 2012) from Twisted Pair 
Solutions turns your iPad into a con- 
ferencing portal. Connect with mul- 
tiple groups regardless of location and 
use push-to-talk controls to communi- 
cate. You can also use WAVE Mobile 
Communicator with your company's 
internal Wi-Fi network to ensure that 
all calls are secure and confidential. 
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Smartphone Updates 

With all of the things smartphones can do, it's no wonder that manufacturers 
and wireless carriers are releasing a continuous stream of updates and enhance- 
ments. To help you keep up with the changes, we provide you with a rundown 
of some of the latest smartphone platform and carrier updates. 




RIM CONTEMPLATES 
LICENSING BLACKBERRY 10 

Don't be surprised if sometime in 
2013 Research In Motion's upcoming 
BlackBerry 10 operating system finds 
its way onto devices created by other 
manufacturers. RIM CEO Thorsten 
Heins recently told Bloomberg the 
company is considering such a possi- 
bility, stating that QNX, the software 
BlackBerry 10 uses as its foundation, 
is already licensed in the automotive 
sector. Rumors previously hinted 
that RIM and Samsung were negoti- 
ating a BlackBerry 10 licensing deal. 
RIM, which purchased QNX in 2010, 
is expected to launch BlackBerry 10 



devices early next year, as testing is 
reportedly winding down on the OS, 
which will feature touch support, en- 
hanced Web browsing, and the ability 
to transition between running apps. 

APPLE PRESSES STOP 
ON YOUTUBE 

The Apple-Google relationship took 
another turn for the worse recently, at 
least where users are concerned, when 
Apple announced it won't renew the 
license it held for YouTube. The deci- 
sion means upcoming iOS 6 devices, 
including the iPhone, won't include 
YouTube as a preins tailed app. The 
YouTube app had been preinstalled on 



Apple devices going back to the orig- 
inal iPhone. Apple stated that users 
can continue using YouTube by navi- 
gating to the site via Safari. Google, 
meanwhile, stated it's working with 
Apple to make certain it has "the best 
possible YouTube experience for iOS 
users." Previously, Apple announced 
it won't make Google Maps available 
as a preinstalled app on future iOS de- 
vices, instead making its own mapping 
software available by default. 

CONGRESSIONAL BILL WOULD 
FORCE FCC TO RE-EXAMINE 
RADIATION STANDARDS 

A bill that Rep. Dennis Kucinich 
(D-Ohio) introduced in Congress in 
early August would instruct the FCC 
to examine potential side effects of 
radiation as related to mobile phone 
use. The FCC last set maximum ra- 
diation exposure limits in 1996. The 
bill also calls for providing labeling 
and communicating to users the nega- 
tive biological effects stemming from 
electromagnetic fields from mobile 
phones and other wireless devices. 
The Government Accountability Of- 
fice called for similar action from the 
FCC as part of a study it released on 
the subject. Renee Sharp of the En- 
vironmental Working Group, mean- 
while, stated, "The FCC has been 
wearing a blindfold for more than a 
decade, pretending that while cell 
phones were revolutionizing how we 
communicate, the agency didn't have 
to take a hard look at what this meant 
for its so-called safety standards." 
The FCC announced it will review 
the topic, seeking input from federal 
health agencies and others. 
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Apps 



Choosing an app that fits your needs can be an over- 
whelming task as the number of available apps increases 
daily. We browsed a variety of websites and selected some 
of the best applications for business, finance, productivity, 
and travel. In the pages that follow, we highlight a mix of 
those that are new or recently updated. 



AMERICA'S ECONOMY 
FOR PHONE 

> Android | Free | 10MB 

From the U.S. Census Bureau, Amer- 
ica's Economy For Phone (Rel. Aug. 
17, 2012) is intended to let users "take 
the pulse of the U.S. economy" straight 
from their phones. That includes re- 
ceiving real-time updates of 16 key 
economic indicators from various gov- 
ernment organizations covering em- 
ployment, international trade, retail 
sales, sales, and other areas. Support 
is in place for sharing via social net- 
works, viewing indicator release sched- 
ules, and configuring notifications and 
custom views. 



BANK OF AMERICA 
MOBILE BANKING 

> iOS | Free | 4.3MB 

Among the new features this Bank 
Of America app (Rel. Aug. 7, 2012) 
provides is the ability to deposit 
a check directly from an iPhone. 
To do so, you take a photo of the 
front and back of a check with your 
phone's camera. The app also now 
supports sending funds to others 
using their mobile phone number 
and email address, although the 
functionality does require an en- 
rollment process and only supports 
sending money to U.S. consumer 
bank accounts. 
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COUNTERLESS 

> Android | Free | 1.6MB 

Counterless (Rel. July 6, 2012) from de- 
veloper Counterless lets users find sup- 
ported eating establishments in their 
vicinity to browse menus, order food, 
and pay for meals from an Android de- 
vice via a secure payment system. After 
you place an order, the app notifies you 
when your order is ready for pickup. 
The service is currently only available 
in Las Vegas but is expected to expand 
elsewhere soon. 

CRACKLE 

> Windows Phone | Free | 1MB 

Crackle (Rel. Aug. 9, 2012) for Windows 
Phone offers up scores of movies, TV 
episodes and series, and other on-de- 
mand video content for free without 
a subscription required. HQ video 
streams are available via 3G, 4G, and 
Wi-Fi connectivity in the United States, 
UK, and Australia. Crackle indicates 
that users can expect 20 new movies 
and TV episodes to be added each 
month. The app requires Windows 7.5 
or higher. 

EXPEDIA HOTELS 

> iOS | Free | 9.9MB 

The latest version of the Expedia Hotels 
app (Rel. Aug. 26, 2012) includes mo- 
bile-exclusive deals for more than 250 
cities globally that Expedia states are 
better deals "than what you will see on 
our website." Also new is the ability to 
view full-sized hotel images. Overall, 
Expedia aims to help users obtain sav- 
ings on mobile-exclusive hotel deals, lo- 
cate points of interest, book hotels, and 
access reviews from other users. 

MEMORY BOOSTER - 
FREE DEVICE MEMORY 

> BlackBerry | Free | 126KB 

AppsForBB.com's Memory Booster - 
Free Device Memory (Rel. July 2, 2012) 
aims to quicken the pace and provide 
smoother performance for apps run- 
ning on devices by recovering unused 



memory. Customizable boost schedule 
and quick boost options are included. 

GOOGLE TRANSLATE 

> Android | Free | 5.8MB 

Google's Translate (Rel. Aug. 9, 2012) 
app lets you use the camera on Android 
devices (2.3 or above) to "take a picture 
and brush text to translate." The app 
also provides instant translation results 
as the user is typing, as well as choosing 
dialect preferences for speech input. The 
app can translate text between more 
than 64 languages and includes support 
for 17 languages to translate by speech 
rather than by typing text. 

LODGENET MOBILE 

> iOS | Free | 6.3MB 

LodgeNet Mobile (Rel. July 2, 2012) 
from LodgeNet Interactive proclaims to 
turn an iPhone into a "fully functional 
remote control for your hotel room TV." 
Specifically, the app lets users change 
channels, preview and order in-room 
movies, and get info about dining and 
local recommendations. An Interactive 
Programming Guide (a 99-cent add-on) 
provides a year's worth of unlimited 
functionality in roughly 600,000 U.S. 
hotel rooms. 

MAXTHON WEB BROWSER 

> iOS | Free | 2.8MB 

The Maxthon Web browser has been an 
award-winning and decorated browsing 
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choice for years due in part to its speedy 
Web performance. This mobile version 
(Rel. Aug. 20, 2012) from Maxthon in- 
cludes such features as syncing book- 
marks/favorites via cloud support, 
private browsing, a Reader mode that 
aims to make reading news articles and 
other text easier to view, a download 
manager, a Smart Address bar, tabbed 
browsing, and App Center that grants 
access to popular Web apps. 

00V00 VIDEO CHAT 

> iOS | Free | 25.2MB 

The big addition to this updated version 
of the ooVoo chat app (Aug. 21, 2012) 
is support for 12-way video chat with 
four-way display (iPhone 4S required) 
among ooVoo and Facebook friends. 
Also new is the ability to text chat with 
any friend during a video call, starting a 
new chat from the EVI tab, push notifica- 
tions for mcoming video calls and chat 
messages, and tracking the history of all 
video and text chats. 

PROTECTMYID 

> iOS | Free | 1MB 

For users enrolled in Experian's Protect- 
MylD program, this app (Rel. Aug. 26, 
2011) lets them access their complete 
list of ProtectMylD alerts (Internet Scan, 
Credit Alerts, etc.), a theft risk assess- 
ment quiz aimed at helping developing 
better protection practices, and theft 
resolutions (protection tips, contacts 
Experian theft resolution agents, etc.). 
Elsewhere, the app enables users to use 
a Fraud Resolution guide when identity 
theft is a concern. 

SCRATCH — YOUR 
QUICK-INPUT NOTEPAD 

> iOS | $2.99 | 1.7MB 

Billed as opening lightning fast and en- 
abling users to jump right into editing 
mode "so you can start typing imme- 
diately/' Scratch (Rel. Aug. 23, 2012) 
from Karbon Works provides a quick 
way to jot down ideas. You can export 
complete or selected text to Dropbox, 



iMessage, Twitter, and other installed 
apps that support opening text files. A 
Markdown toolbar, meanwhile, lets you 
add various formatting to notes. 

SPLASHID SAFE 

> iOS | $9.99 | 3.2MB 

SplashID Safe (Rel. July 27, 2012) from 
SplashData is billed as a digital safe for 
the iPhone, enabling a user to store and 
lock various data (credit card info, user- 
names, PINs, etc.) that's protected with 
256-bit Blowfish encryption. Features 
include backup and wireless syncing 
to PCs and Macs, automatic password 
generation, manual IP address syncing, 
and more. The recently released 6.0 
version added numerous features, in- 
cluding an upgraded user interface, en- 
hanced security, and a new search view. 

WITHINGS HEALTH COMPANION 

> iOS | Free | 12.1MB 

From developer WiThings, this app 
(Rel. Aug. 10, 2012) aims to help users 
lose weight, exercise more, track their 
blood pressure, and sleep better. By 
storing a history of health-related data 
that users can enter manually or ac- 
quire automatically via compatible 
devices /apps that track data, the app 
works to help users understand their 
health through graphs, setting goals, 
sending reminders, logging physical 
activity, obtaining tips and support 
messages, and more. 
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ANDROID 

Do Away With Performance- 
Sapping Syncing 

All Android phones have Google ser- 
vices loaded and enabled by default. 
For most of us, this is a good thing, 
but if performance seems to be taking 
a hit, or you're having higher than 
expected data charges, it may be be- 
cause there's too much data syncing 
going on between your phone and 
Google's cloud. 

One way to trim this usage is to 
turn off syncing for services you 
don't use, or for which you don't 
need up-to-the-minute data fresh- 
ness. Open the Settings app. Scroll, 



if needed, until you see the list of 
services that are set up for syncing; 
these include Google + , Gmail, 
Calendars, and Contacts. Remove 
the check mark if you don't use 
a service, or don't need it to be 
synced automatically. 

>* Clear Data, Cache & More 

Android-based devices give you a few 
app-specific controls that are only ac- 
cessible from the Settings menu, not 
from within the app itself. To access 
these mostly memory-centric func- 
tions, press the Home key; press the 
Menu key; tap Settings, Applications, 
and Manage Applications. From here, 



Website settings 

Advanced settings for individual websites 
PAGE CONTENT 



Default zoom 
Medium 

Open pages in overview 

Show overview of newly -opened 
pages 

Auto -fit pages 

Format webpages to fit the screen 



V Keep Flash 
At Bay 

> Keep Flash At Bay 

Your Android phone 
can run Flash-based 
Web features, in- 
cluding video, 
audio, and animated 
graphics. But Flash 
doesn't just affect how 
quickly your browser 
can render a Web page; 
it may also cost you in 
data rate charges and 
battery run time. 

A better way to use 
Android's Flash capabilities is to pick and choose the Flash content you 
want to load in your browser. With just a few taps, you can tell the de- 
fault browser to only display Flash content when you tell it to. 

There may be slight differences in how this option is set, but these 
instructions should work for most versions of Android and its web 
browser. Bring up the Settings screen for the browser, and then tap 
Advanced. In the Enable Plug-ins section, change the option from 
"Always On" to "On Demand." Restart the browser. 

The next time you visit a website that uses Flash, you will see icons for 
each piece of Flash content that would normally appear on the page. Tap an 
icon to load and display that particular Flash element; ignore icons for any 
Flash content that doesn't interest you. In addition to saving a little money 
and battery power, you may also squeeze a little more time out of your day. 



Flash-based Web features can take their toll in data 
charges, battery run-time, and your time. You can set 
Android's default browser to only display Flash content 
when you choose to view it. 
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Send Annoying Calls 
To Your Voice Mail 



We all have them, that person or company that keeps calling mul- 
tiple times a day. You can ignore the call, and eventually the caller 
will either hang 
up or be routed to 
your voicemail box. 
But why not save 
time (yours, that 
is), and send them 
to your voicemail 
to begin with? 

Bring up your 
list of contacts. 
Select the annoying 
caller from the 
list, and tap the 
Menu button. Tap 
Options and place 
a checkmark in the 
Incoming Calls: You can banish annoying repeat callers in Android by select- 

Send Directly To j ng their names from your Contact list and putting a check 

Voicemail box. mar |< j n t he All Calls To Voicemail box. 




tap the All tab to display a list of all 
the apps installed on your device. The 
Application Info screen appears when 
you tap one of the apps from the list; 
it displays the app name and version, 
storage data, as well as additional de- 
tails about the permissions the app 
has to access various aspects of your 
phone. Not all apps will let you per- 
form the functions listed below, but 
the ones that do can occasionally ben- 
efit from the stated operation. 

Force Stop: This button closes an 
application and any background ser- 
vices associated with it. 

Uninstall: This is as straightforward 
as it gets; press it to uninstall the app 
and its associated data and settings. 

Clear Data: Tap this button to delete 
an application's settings and other data. 

Move To SD Card: Tap this button 
to remove the app from internal phone 
memory to an external SD card. 

Move To Phone: If the application 
is already installed on an external SD 
card, then the button you'll see here 
lets your remove it and install it di- 
rectly to the internal phone memory. 

Clear Cache: This button lets you 
delete any data that the app creates 
in a temporary portion of the phone's 
internal memory. 

Clear Defaults: In the Launch By 
Default area, click this button to clear 
the settings of any app that you have 
configured to use certain file types. 

Share: The Share button lets you 
send an email or text message with 
a link to the particular app's Google 
Play page. 

BLACKBERRY 

> Calendar View Hot Keys 

If you're a regular user of the 
Calendar app on your BlackBerry, 
you may be tired of using the menu 
and trackpad to switch between the 
various calendar views. Try these 
keyboard shortcuts instead: 

Agenda View: A 
Day View: D 
Week View: W 
Month View: M 



Pressing the D key may not work, 
because it may already be assigned 
to the Quick Entry function. If you 
would rather have the D key bring 
up the Day view, follow these steps: 
Launch the Calendar app, press the 
Menu key, and select Options. Select the 
Calendar Display and Actions. Locate 
the Enable Quick Entry option, and re- 
move the tick mark from its box. 

>■ Add Contacts To Your Home Screen 

Since the introduction of BlackBerry 
6, the BlackBerry Home screen has 
been able to contain icons for things 
other than apps, including Web 
pages and documents. One often- 
overlooked use for this capability is 
to add one of your contacts to the 
home screen. (Just don't let the rest of 
your contacts know that they didn't 
make the cut.) 

Launch the Contacts app and high- 
light the contact you wish to have on 
your home screen. Press the Menu 
key and select Add to Home Screen. 



A dialog box will appear, with an icon 
for the contact and the contact's name. 
You can change either by tapping on 
it. When you're satisfied with the name 
and icon, tap the Add button. 

ios 

> Sleep Timer 

Remember that old clock radio from 
your childhood? You could set it to 
let you fall asleep to music. After a 
predefined period, the radio would 
turn itself off. Your iPhone has 
the same capability, although it's 
hidden away. 

You probably briefly glanced 
at the Clock app that's included 
with your iOS device, set the time, 
and then never looked any deeper. 
Hidden within the Clock app is a 
sleep timer that will set the iPod 
app to play for a specified period 
of time and then quit. Launch the 
Clock app and tap the Timer tab. 
Use the dials to set the number of 
hours and minutes you want the 
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timer to run. Tap the When Timer 
Ends button. Scroll through the 
list of sounds that can be played 
and select the Stop Playing option. 
When the timer finishes counting 
down, it will quit playing whatever 
is running in the iPod app. 

> AirPrint Advice 

The iPhone has had the ability to 
print to a wireless printer since 
the iPhone 3GS, but for many of 
you, the ability to print from your 
iPhone remains a mystery, some- 
thing that appears to require spe- 
cial incantations and the proper 
phase of the moon. In reality, most 
of the problems that individuals 
experience when trying to print 
from their iPhones are caused by 
using the wrong type of printer. 
The printer must support AirPrint 
protocols, and must be connected 
to the same Wi-Fi network as the 
iPhone. You can check the printer's 
manual or the manufacturer's fea- 
ture list to ensure that it supports 
AirPrint. If it does, here's how to 
print from your iPhone. 

The AirPrint-enabled printer 
must be connected directly to your 
Wi-Fi network. It can't be connected 
indirectly through a Mac or PC, or 
through a third-party wireless printer 
adapter. To print from your iPhone, 
bring up an app and select the page 
you wish to print. Tap the Action 
button, then tap the Print button. In 
the dialog box that opens, configure 
any relevant printer options, such as 
page size or number of copies, and 
then tap Print. 

> Manage Notifications 

A new feature in iOS 5, Notifications 
are a system-wide method for apps 
to send you alerts, such as when you 
receive new email or messages, or 
when there's a reminder you need to 
check. While notifications are handy, 
they can also be overwhelming, es- 
pecially with apps that send a con- 
stant stream of notifications that you 
don't really need. Some apps seem to 



send notifications for no good reason, 
other than a need to be noticed. 

You can control which apps are al- 
lowed to send notifications, as well as 
the type of notification that displays. 

Tap Settings and Notifications. 
The display will show you a list 
of apps currently allowed to send 
you notifications. To disable an 
app from sending notifications, or 
to change the type of notification it 
can send, tap the app. You can set 
the notification to None, Banner, 
or Alert. 

The None option prevents the app 
from sending any notifications. The 
Banner option displays a small text 
box on your iPhone for a short period 
of time (about 5 to 10 seconds), then 
the text box automatically goes away. 

V Manage 
Notifications 
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The Alert option places a large dialog 
box in the middle of your iPhone's 
display. You must perform an action, 
such as bringing up the app or tap- 
ping the Cancel button, to make the 
alert go away. 

You can also add apps to the 
Notification list. Scroll down and 
you will see a list of apps that aren't 
currently allowed to send notifica- 
tions. Tap the target app, and set 
the notification type to add it to the 
Notification Center. 



WINDOWS PHONE 

> Tap & Hold To Access 
Window Phone 7 Secrets 

One question we're often asked is 
how we discover some of the se- 
cret features that Windows Phone 
7 smartphones seem to keep well 
hidden. The answer is, we tap and 
hold. A lot. 

Tapping and holding is like 
right-clicking in Windows; it 
brings up a menu with additional 
functionality related to the item 
you clicked on, or in this case, 
tapped and held on. Here are a 
couple of examples of tap and hold 
features. 

Tap and hold a calendar entry to 
assign actions to an appointment. 
Tap and hold an email to delete 
the email, mark 
it as read, or 
clear flags. 

When you're 
using an app, 
and you want 
to see if there 
are any func- 
tions you didn't 
know about, just 
try tapping and 
holding. You 
may be amazed 
by what you dis- 
cover. 

> Remove Your 
Search History 
From The 
Browser 

There are many 
reasons to delete the search his- 
tory from your Windows Phone 
7 smartphone. They can range 
from protecting corporate secrets 
to hiding the embarrassing results 
of a seemingly innocuous search 
phrase. 

No matter the reason, deleting 
search history is a snap. Bring up 
Settings, then tap Applications, 
Search. Tap the Delete History 
button, and the evidence will be 
history. 



The new system-wide 
Notifications feature 
in iOS 5 can be a 
help or a hindrance. 
Fortunately, you can 
select the apps that 
are allowed to send 
notifications, as well 
as the type of notifica- 
tion they can send. 
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JAYS A-JAYS 0NE+ PLAY SWEET 
MUSIC FOR ANDROID DEVICES 

>■ You don't have to own an Android device to 
take pleasure in the audio that Jays ( www.jays.se ) 
packs into it's a-Jays One+ earbuds ($59.99), 
but it doesn't hurt. The earbuds, 
which house 8.6mm dynamic 
speakers and feature Jays' 
great flat, non-tangling cord 
design, will work with Apple, 
Windows phones, and other 
mobile devices, but users with 
Android devices can download 
the free Jays Headset App to use 
voice control, skip songs, and adjust 

volume, among other customizable features. Elsewhere, the a-Jays One+ integrates 
a microphone and in-line remote that supports answering and ending calls, control 
ling play and pause functions, and controlling tracks from the user's local music 
library, as well as streaming content via apps. Further, users can control calls con- 
ducted within Skype and iChat. The earbuds come in black and white varieties. 





TOSHIBA GIVES AUDIO A DOSE OF SLIM WITH SBX4250 

>■ Some environments don't require the performance that a full-blown surround-sound 
speaker system provides. Further, some settings don't afford the space to gracefully incorpo- 
rate such systems. Enter the sound bar, a slim, sleek audio alternative that takes up far less 
space than a multi-piece speaker system but can still fill a room with quality sound. Toshiba's 
new SBX4250 ($329.99; us.toshiba.com ), for example, is wall-moun table and outputs 300 watts' 
worth (total peak) of 2.1-channel audio from a streamlined design (3.6 x 37.6 x 2.3 inches 
HxWxD) that's decked out in a matte-black finish accessorized with a semi-transparent metal 
grille. Toshiba enhances the SBX4250's audio with integrated SRS TruSurround HD with SRS 
TruBass technology and Dolby Digital support. In addition to HDMI and optical audio in- 
puts, the SBX4250 also provides Bluetooth connectivity, meaning users can stream their music 
wirelessly from their tablets, smartphones, PCs, and other compatible devices. The system 
also bundles a wireless remote. 
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JBL FREES THE JEMBE OF WIRES 

>■ "Powerful sound in a petite, wireless package." That's 
what you can expect from JBL's new, desktop space-saving 
Jembe Wireless desktop speakers ($99; www.jbl.com ). As the 
speakers' name indicates, unlike JBL's previously released 
wired version of the Jembe, this incarnation adds Bluetooth 
connectivity, thus making cords unnecessary. The Jembe 
Wireless model also adds Harman TrueStream technology, 
which aims to give users "the best possible listening experi- 
ence" when streaming audio wirelessly via Bluetooth. The 
speakers, which feature JBL/s Weave design, also integrate 
a 3.5mm headphone jack. As for the petite size mentioned 
previously, each satellite measures roughly 5.1 x 4 x 4 inches 
(HxWxD) while outputting 6W power. 

ECOXGEAR SHINES THE LIGHT WITH ECOXPOWER 

>* If you ride a bike for exercise before work in the 
morning or late at night after closing up shop, you're 
two-wheeler is probably outfitted with a headlight so you 
can see your way. As EcoXgear CEO Greg Fadul states, 
however, "typical bike lights have a short life expectancy, 
most of which are only 10 to 15 hours or even as low as 
five if on high brightness." As an alternative to regu- 
larly buying batteries or recharging or replacing lights, 
EcoXgear ( www.ecoxgear.com ) offers up the EcoXpower, 
a pedal-powered lighting system that includes an inte- 
grated rechargeable Li-Ion battery that will last 1.5 hours 
when fully charged. The package ($99.99) provides an 
ultra-bright LED white headlight and two rear LED red 
lights, along with a wired On /Off switch mountable on 
the handlebar. Riders also get a water-resistant touch- 
screen case that will accommodate all the major GPS and 
smartphone models ( including Android and BlackBerry 
devices and Apple's iPhone), and other USB devices for 
charging while you pedal along. 

COWON X9 PLAYS ON & ON 

>■ In this day of smartphones that can seemingly do ev- 
erything, it's not as easy as it used to be to make a case for 
buying a dedicated PMP (portable media player). Cowon 
( www.cowonglobal.com ) , however, continues to try, and with 
impressive efforts. The company's new X9 ($229.99; 32GB) is 
billed as the "Super Player," which has much to do with the 
X9's remarkable battery life: 110 hours of music playback, 13 
hours of video playback, and 600 hours in Sleep mode. As 
Cowon states, with that kind of battery life you only have 
to charge the X9 once a week. Elsewhere, the X9 includes a 
4.3-inch touchscreen display (480 x 272), built-in speaker, 
TV-out capability, FM radio, Flash player, and microSD 
card slot. Also notable is the device's integrated JetEffect 5 
technology, which produces realistic sound and accommo- 
dates 48 audio presets; various user interface widgets (Quick 
Mode, Picture, etc.); and two USB modes (Charge + Play 
and Charge + Sync). 
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Digital Cameras 
& Camcorders 

A Feature-By-Feature Guide 

The best camera y>r camcorder for you depends entirely 
on how you plan to use it, and often it boils down to 
whether ypu value versatility or portability. In this article, 
well explain what to look for when shopping. 




TYPES OF CAMERAS 



>■ Most digital camcorders are small and light, but digital cameras vary 
greatly in size and weight. 

The biggest, heaviest cameras are DSLR (digital single-lens reflex) models that 
use a mirror and a prism to let you look through the optical viewfinder and see 
exactly what image is coming through the lens. DSLRs accept a variety of lenses, 
which makes them versatile but adds to their expense. DSLR cameras also vary 
in size, from the larger full-frame models with the largest sensors (more on that 
later) to small models with smaller sensors. There are also newer mirrorless de- 
signs (sometimes called Four Thirds models) that dispense with the mirror and 
prism (and often the optical viewfinder) to substantially decrease size and weight, 
but they are slow to focus relative to their larger cousins. 

Compact point-and-shoot cameras have improved in quality dramatically 
throughout the years, but have tiny sensors, focus relatively slowly, and 
don't have as many accessories compared to DSLRs. They also lack swap- 
pable lenses. You must weight these disadvantages against the convenience 
of portability. 



RESOLUTION & SENSOR SIZE 



Aperture i 
the lens th 



>■ Although many manufacturers tout the MP (megapixel) rating of a camera 
or camcorder, MP is one of the most irrelevant specifications. It tells you only 
the number of pixels (picture elements) the sensor can capture, but nothing 
about more important features of the sensor (such as physical size) that con- 
tribute to image quality. 

Getting great pictures is all about capturing as much light as possible, and 
a smaller sensor with a high MP rating will always capture less light than 
a larger sensor with a smaller MP rating. Larger sensors also allow for less 
noise (the little speckles of color that plague shots from small sensors), and a 
shallower depth of field. Depth of field control is what lets photographers do 
things like put someone's face in sharp focus while blurring the background. 



APERTURE 

! is the hole in 
i that lets light 
through. The bigger the hole, 
the more light, and the more 
angles through which light 
can enter. On cameras this is 
measured in focal length, or 
f-numbers (f/1.8, for example), 
where lower numbers repre- 
sent a larger hole (for instance, 
f / 2 is significantly larger than 
f/4). Lenses with lower f-num- 
bers are better for shooting in 
low light, and for controlling 
depth of field. 

OPTICAL VIEWFINDERS 

I ^ l The optical viewfinder 
' ' is the eyepiece you 
look through to frame a shot. 
Photographers are increas- 
ingly forced to rely on the 
large displays (digital view- 
finders) on the back of the 
camera to frame their shots, 
which wash out in bright light 
and don't provide the color 
range or clarity of an optical 
viewfinder. 
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IMAGE STABILIZATION 



> Unless you plan to shoot with a monopod or tripod, image stabilization is 
a key feature. This technology reduces or eliminates the small motions inside 
the camera or camcorder, where images are recorded. The best form of this is 
optical image stabilization, where lens elements move opposite to the motion 
to cancel it out. Many camcorders offer a much less expensive version called 
digital image stabilization. The image is zoomed slightly, and a program in 
the camera then does all the work of making sure the center portion of the 
frame remains stable even though the camcorder body is shaking. 



ZOOM 



If you're buying a camera with inter- 
changeable lenses, you can get anything 
from a fixed "prime" lens with no zoom 
to a massive telephoto with a tremen- 
dous range. Cameras with integrated 
lenses vary wildly in their zoom abilities, 
ranging from 3x all the way up to 30x 
and beyond. When comparing zoom 
levels, don't look at the "x" number, but 
instead use the "35mm equivalent" rat- 
ings: Lower numbers are better when 
you want a lens that can shoot wide or 
panoramic shots, and higher numbers 
are better when you need something that 
can shoot extremely distant subjects. For 
example, a superzoom with a 24-720mm 
35mm-equivalent lens can back off for a 
wide shot or zoom up to 30x. Be aware 
that higher zoom levels decrease the 
amount of light that is let in and magnify 
camera shake, making it important to use 
image stabilization or a monopod/ tripod. 



FOCUS 

>- Nearly all cameras and cam- 
corders sold today have autofocus, 
but if you want total control look for 
a model that allows for manual over- 
ride. Focus modes that can lock in 
on a subject and adjust as the subject 
moves are important if you plan to 
take action shots. 

If you use a camera with in- 
terchangeable lenses, note that 
not all of them have their own 
autofocus motors, and all of them 
will autofocus a bit differently. 
The sharpest lens on the planet is 
worthless if you can't focus with it, 
so test them out at the store when- 
ever possible before buying. 



CONTROLS 



Many consumer-level cameras favor ease of use over too many controls, but 
that isn't always a good thing. Ideally, you want a full manual mode with sepa- 
rate controls for ISO, shutter speed, and aperture. ISO adjusts how sensitive the 
camera sensor is to light; higher numbers make it more sensitive but also con- 
tribute to image noise. Shutter speed adjusts how long light is let into the camera; 
higher speeds are needed to freeze fast action, and lower speeds are useful in dim 
lighting. Aperture adjusts the size of the hole that lets light in. Adjusting these ele- 
ments lets you capture images in all types of lighting and timing conditions. 

Not all cameras come with full manual modes, but most come with aperture- 
priority and shutter-priority modes. Aperture-priority lets you select the ap- 
erture and then the camera decides an appropriate shutter speed for a proper 
exposure. Alternatively, shutter-priority mode lets you choose how long to 
leave the shutter open, and the camera decides how big to make the aperture for 
proper exposure. Knowing the right mode to use in different shooting situations 
makes a big difference with quality. 




J I 



VIDEO CAPABILITIES 

qzz** Any camera or camcorder 
I you buy should have 
720p video capability, 
minimum; 1080p is preferred 
as that is the native resolution 
of most HDTVs. Some cameras 
and camcorders let you take still 
images while you record video. 



MICROPHONES 

Most cameras and cam- 
* corders come with stereo 
microphones, but often the 
quality is mediocre and there 
isn't a lot of stereo separation. 
They also tend to pick up wind 
and internal motor noise. For 
best quality, invest in an ex- 
ternal microphone. 



OUTPUT 

r^JI Most computers and 

L_J some TVs have memory 
card readers that can pull files 
off the camera's memory card. 
Most cameras also have USB 
(Universal Serial Bus) or HDMI 
(High Definition Multimedia 
Interface) ports that let you 
transfer images to a PC or TV via 
the proper cable. 



DON'T FORGET THE EXTRAS 



>■ Necessary accessories and extra 
features are often overlooked when 
shopping. If you need to shoot under- 
water, for example, is a waterproof 
housing available? Do you need an 
integrated GPS to geo-tag shots so 
you know where they were taken? 
Do you need lenses and bodies that 
are rugged for demanding outdoor 
shoots? A Steadicam attachment for 
your camcorder? Multiple external 
flashes to do complex lighting for real 
estate shots? Make sure everything 
you need is available before you make 
an expensive mistake. 
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Solve Remote Network 

CONNECTION PROBLEMS 



Resolving remote network issues often 
goes beyond common solutions you 
may have used to fix your Internet con- 
nection. Fortunately, you can quickly 
eHminate a number of possibilities using 
a command interface that's a holdover 
from the early days of computing. 

>USE THE COMMAND 
INTERFACE 

To open the command interface in 
Windows 7: 

Click Start (the Windows button 
in the bottom left of the screen). 
Type cmd and press ENTER. 
Usually the command interface will 
appear; it is a black window with 
white type and a flashing cursor. 



If the CMD icon appears instead of 
the command interface itself, click 
the CMD icon. 

> PING TO CHECK 
THE CONNECTION 

A ping command can help you de- 
termine whether the computer and 
network can exchange basic data. 
Basically, all Internet or network 
hosts, computers, routers, and nu- 
merous other Internet-enabled de- 
vices use an IP address (a string of 
four groups of numbers separated 
by periods) to uniquely identify 
themselves. You may have used this 
number to access a network login. 
There can also be a Web address 



(called a host name) or DNS name to 
access a login. IP addresses and DNS 
names are interchangeable. 

To use the ping command: 

Open the command interface. 
Type ping followed by a space 
and the IP address or DNS name 
(examples: "ping 167.154.16.27" or 
"ping www.corporatenetwork.com "). 
Press ENTER. 

If you see a time-out message, wait 
a few seconds. A time-out alert ap- 
pears if the reply takes longer than 
a second. 

If the response indicates that 
the data packets were sent and 
received, then your computer is 
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exchanging data with the net- 
work address. 

If you receive a response that con- 
tains something about a nonexistent 
domain, you are likely using the 
wrong IP address or DNS name to 
log in. Double-check the address 
and try to connect normally. 
If you receive a transmission error, 
then the ping data is not leaving 
your PC. Your firewall is likely 
blocking you from accessing the 
network. You will want to add the 
site to your firewall as an allowed 
exception (refer to your firewall's 
help documentation for these in- 
structions) and try again. 

If you receive a response after an 
excessive number of time-outs, the 
network's response to your connection 
may be slow and your browser or other 
network access utility may be giving up 
before it connects. 

Ping again in a way that will 
lengthen the response time: 

In the command interface, type 
ping -t followed by a space and 
the IP address or DNS name. This 
will ping the address indefinitely. 
After about a dozen pings, press 
CTRL-Break to view the packet data. 
If there is no response yet, continue 
for a while and then press CTRL-C. 
If you give it a long time but still 
don't get a response, trace the route. 
If you get a message saying the 
ping request couldn't find the 
host, or if the response indicates 
the number of data packets sent is 
zero, the network is not acknowl- 
edging your ping. Changes to the 
network or configurations may be 
preventing access. Contact an ad- 
ministrator for assistance. 

> LOOK UP A DNS NAME 
OR IP ADDRESS 

You can look up a DNS name from 
an IP address and vice versa. 

In the command line window: 
Type nslookup followed by a 



space and then enter the DNS 
name or the IP address. 
Press ENTER. 

Write down the DNS name and 
numeric sequence you see in the 
lines that begin with Name and 
Address (ignore aliases). 
If you are checking an IP address, 
the DNS name should help con- 
firm it. If you recognize nothing, 
contact your network adminis- 
trator to confirm the IP address. 
If you are using a DNS name, 
Windows may be having a 
problem with DNS name resolu- 
tion (translating the DNS name 
into an IP address). Perform two 
pings from the same command 
line window, first using the DNS 
name you wrote down and then 
using the IP address. 
Compare the access times and 
packets you sent and received. If 
there is a big difference between 
pinging the DNS name vs. the IP 
address, set up a VPN connection. 

> TRACE THE ROUTE OF DATA 

Tracing the path data packets take 
going to the network will help pin- 
point problems. 

To use the traceroute command: 

Open the command interface. 
Type tracert followed by a space 
and the DNS name or IP address. 
Press ENTER. 

Lines will appear with access times 
and IP addresses. The final few hops 
should show domain names, the last 
one being your network. This is the 
route, and the time the trip is taking, 
between nodes on the Internet. 

If an early hop takes a long time 
or causes the trace to hang (a flood 
of timeouts), contact your network 
administrator or Internet service 
provider. If you reach many hops 
before things go awry, the problem 
may be with a gateway or router at 
or near the location of the remote 
network. Check with the network 
administrator for assistance. 



> SET UP A DIRECT 
VPN CONNECTION 

Setting up a direct VPN connection 
gives you a dedicated login interface 
and lets you avert DNS issues. 

Follow these steps in Win7: 

Click Start. 

> Click Control Panel. 

Select Network And Internet (in 
Category view). 

Select Network And Sharing Center. 
Select Set Up A New Connection 
Or Network. 

Select Connect To A Workplace. 
Select Use My Internet Connection. 

► Select Virtual Private Network 
Connection. 

► Name the connection. 

► Provide the host (DNS) name or 
IP address. 

If you are asked if you would like 
to dial a connection, click No. 

> Click Connect. 

Windows will attempt to connect 
you without configuring any settings. 

If this solution does not work: 

Return to the Network And 
Sharing Center. 

Click the option to manage net- 
work connections. 
Right-click your VPN network icon. 

> Select Properties. 

► Select the Networking tab. 
Click Internet Protocol. (You will 
need to do this for TCP/IP V4 and 
TCP/IP V6.) 

Click Properties. 

Override automatic configuration 
and provide the exact IP address 
and DNS names for the network. 
Exit the Properties interface. 
Right-click the VPN icon. 

> Click Connect. 

Provide your login if prompted. 

If you can't connect, then Windows 
can provide assistance, but you may 
need more advanced configuration 
information. You will need to con- 
tact the network administrator for 
detailed information. 



PCToday / October 201 2 67 



BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 




Deal With A 

MALWARE-INFECTED NOTEBOOK 



There should be a corollary to Mur- 
phy's Law expressly for business trav- 
elers. Perhaps something like this: If 
something's going to go wrong with 
your notebook, it won't go wrong at the 
office where the IT department is just 
down the hall. No, it'll crash at the worst 
possible time — -just hours before a huge, 
out-of-state business presentation. No 
matter what OS you are using, malware 
can still bring your notebook to its knees. 
Here are some tips for troubleshooting 
any problems you may encounter. 

> UPDATE YOUR ANTIVIRUS 
PROGRAM FIRST 

When a user notices a problem, a 
common first reaction is to run the 



antispyware and antivirus programs 
on his machine. That's a great idea, of 
course, but it's important that you're 
running the current version of the soft- 
ware and that you update it so that it 
can recognize all of the latest potential 
threats to your system. Although you can 
set most enterprise-level antivirus pro- 
grams to update automatically, there are 
some programs that require manual up- 
dates before you start the lengthy scan- 
ning process. After you download the 
latest definitions and detection rules, run 
a scan to track down any problems. 

If you're traveling, perhaps with a 
new notebook, and find you don't have 
security software installed, you can 
search the Web for the latest highly rated 



antivirus and personal firewall solu- 
tions, many of which have free versions 
available for download. 

> USE A FIREWALL 

One of the best ways to prevent your 
computer from being loaded down 
with malware is to never let the stuff in 
the door. If for some reason you can't 
find a firewall running on your system, 
check with an administrator. If you're 
traveling, at minimum make sure that 
the basic Windows firewall is running. 
To do this in Windows 7: 

Click Start (the Windows icon in the 
bottom left corner of the screen). 

> Select Control Panel. 
Select Windows Firewall. 
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MALWARE-FIGHTING 



Make sure you are always 
running the latest version 
of the security software in- 
stalled on your system. 

If possible, set the secu- 
rity software to update 
automatically whenever 
necessary. 

New viruses crop up 
daily, so update the virus 
definitions on your anti- 
virus software before per- 
forming a scan. 

If you're heading out on a 
^ I I business trip with a new 
notebook, make sure secu- 
rity software is installed. 

There are many free anti- 
virus and firewall programs 
available online; check for 
reviews and reliability be- 
fore downloading. 

If you can't find a firewall in- 
h stalled on your notebook, at 
least run Windows' built-in 
firewall for basic protection. 

Keep in mind that run- 
ning multiple firewalls can 
cause conflicts, so don't 
install a new firewall or 
start the Windows firewall 
unless you're sure another 
one isn't running. 

Be vigilant with email 
attachments and such so 
you don't inadvertently 
download malware in the 
first place. 

Don't fall for pop-up boxes 
that say something like 
"Your computer is infected! 
Click here!" 

Know what programs are 
legitimately running on 
your computer so you don't 
mistake them for malware. 



If the firewall is set to Off, simply 
select the radio button or link for On 
and click OK. 

Search online and you'll find sev- 
eral free firewalls available that do a 
good job of protecting your computer 
from unwanted intrusions. A number 
of these programs, once installed, will 
prompt you to determine which pro- 
grams are authorized to access the 
Internet. Then the programs will block 
the rest (or at least seek permission to 
allow a new program to access the In- 
ternet). Of course, the enterprise-level 
offerings include powerful firewalls, so 
if your company uses programs such 
as those, make sure they're up and run- 
ning before you leave for a business 
trip. Keep in mind that running mul- 
tiple firewalls can cause conflicts, so 
don't install a new firewall or start the 
Windows firewall unless you're sure 
another one isn't running. 

> USE CAUTION 

Automated spyware and antivirus 
tools are great, but they're no sub- 
stitute for a little bit of vigilance on 
your part. Got an email from someone 
you don't know? Immediately trash it 
without opening it. Even if your email 
program automatically opens your 
new messages in a reading pane, it's a 
good idea never to download an unex- 
pected attachment. Consider using an 
alternative email service provider (var- 
ious Web-based options are available) 
that can give you an extra layer of pro- 
tection by immediately scanning all 
incoming and outgoing attachments 
for virus threats. 

Also, no matter what the pop-ups 
tell you, don't click anything that 
jumps unsolicited onto your screen 
claiming to be able to fix a virus or 
spyware problem. These pop-ups are 
more often than not carriers of spy- 
ware and viruses in the guise of an 
actual message from your OS. A gen- 
eral rule of thumb is that if it opens in 
a browser window and you did not 
specifically point your browser toward 
it, don't click it. Just close the window 
and go about your business. 



► GET RID OF 
SUSPICIOUS PROGRAMS 

So, your system is armed to the teeth 
with regularly updated antivirus 
and antispyware utilities, but you're 
still having troubles? There are some 
simple fixes you can run in Windows 
to help you at least get around spy- 
ware problems. You can simply mon- 
itor and control the programs your 
computer is running at startup. To do 
this in Windows 7: 
Click Start. 

► Select Control Panel. 

Select System And Security (in 

Category view). 

Select Administrative Tools. 

Double-click System 

Configuration. 

Select the Startup tab. 

Examine the programs in the list. If 

something refuses to identify itself, 

it's a pretty good bet you don't need 

it when your machine starts up. 

► Deselect suspicious checkboxes. You 
can also streamline your computer's 
startup routine by deselecting pro- 
grams that you rarely use. 

Click OK. 

When prompted, restart. 

> SET A RESTORE POINT 

If your notebook was issued to you 
by your company's IT department, 
chances are it is set up with security 
in mind. If, however, your computer 
is running well and you would like to 
take an extra precaution, you can set a 
restore point. Doing so captures your 
system's current settings so that you 
can return to them in the future if nec- 
essary. In Win7: 

Click Start. 

Click All Programs. 

Click Accessories. 
) Click System Tools. 

> Click System Restore. 

If you are creating a restore point, 
click Create A Restore Point and follow 
the prompts. 

If you want to restore to a known 
good configuration, click Restore My 
Computer To An Earlier Time and select 
an earlier restore point. 
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Solve Notebook-Projector 

SETUP PROBLEMS 



You're ready to give your presentation, 
but until that first slide appears on the 
big screen, you can never be sure that 
your equipment has got your back. We 
can't tell you not to worry, but these 
handy tips should help bail you out if 
your presentation goes south. 

> HARDWARE & CABLE 
CONNECTIONS 

It can be difficult to track down the 
source of problems that occur when 
connecting a notebook and projector. 
Here are some things to watch for. 

Video. Turn off all equipment and 
connect your notebook's video out port 
to the projector. The usual connection 
choices for a notebook are VGA (Video 



Graphics Array), DVI (Digital Visual 
Interface), HDMI (HD Multimedia 
Interface), and DisplayPort. Many pro- 
jectors have VGA and one or more dig- 
ital connections. If possible, use a digital 
connection for high quality. 

Sound. Some HDMI and DisplayPort 
digital video connections can carry 
audio through the same port, but both 
notebook and projector must support 
audio over the digital video connection. 
Traditionally, audio is connected using 
the notebook's audio out jacks and the 
projector's audio in ports; both of these 
are often RCA or 3.5mm. If you're not 
using the projector's built-in speakers, 
make sure you connect your notebook's 
audio out to the sound system you 



intend to use and turn the volume down 
on the projector's speakers. 

Mouse. If you are using a mouse, or a 
remote mouse controller, make sure the 
controller /mouse is connected, usually 
through the notebook's USB port. If you 
are using a wireless device, make sure 
the notebook has the appropriate wire- 
less connection enabled. This is typically 
Bluetooth or a USB port wireless dongle. 

> NETWORK CONNECTION 

Many venues supply network projec- 
tors, which are made available as a 
shared resource. Making a connection 
to a network projector is as easy as plug- 
ging your notebook into the corporate 
network via wired or wireless Ethernet. 
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Turn off all equipment 
before connecting the note- 
book to the projector. 



If possible, use a digital 
connection to ensure a 
high-quality presentation. 

If you're not using the pro- 
jector's built-in speakers, 
turn them down and con- 
nect the notebook's audio 
out to the sound system. 

If you're using a wireless 
mouse or controller, make 
sure you can establish the 
wireless connection. 

Use the straightforward 
network connection feature 
in Win7 to connect to a net- 
work projector. 

If there is no video, check 
all the ports and then 
' ™ check Windows' Screen 
Resolution settings. 

Out-of-range messages can 
be solved by adjusting the 
screen resolution. 

When a projected image 
isn't proportionally correct, 
• V try repositioning the pro- 
jector and/ or changing the 
projector's keystone setting. 

If a display turns off during 
a presentation, check the 
notebook's power manage- 
ment settings. 

If video isn't displaying cor- 
rectly, change the Display 
settings to make the pro- 
jector the primary display. 



Check with the company's IT staff for 
specifics. Once connected, use the net- 
work connection wizard in Windows 7 
to find the projector you wish to use: 

Click Start (the Windows button in 

the bottom left corner of the screen). 

Click All Programs. 

Click Accessories. 

Click Connect To A Network 

Projector. 

The network connection wizard may 
inform you that your notebook's 
firewall is blocking the ability to 
connect with the projector. Click to 
establish the network connection. 
Either have the wizard search for 
available network projectors or 
enter the projector's address manu- 
ally if it is available. 

Once connected, a Network Presen- 
tation window will minimize to your 
Taskbar. When you're ready to make 
your presentation, open the Network 
Presentation window and select Re- 
sume. Your notebook will treat the net- 
work projector like an external monitor. 

>- NO VIDEO 

In many cases, your notebook will de- 
tect that you have a projector plugged 
into one of its video outputs and will 
automatically turn on the port. Not all 
notebooks do this, however; and even 
those that do can still have missing 
video if the notebook isn't set to dupli- 
cate the Desktop or extend it to the sec- 
ondary monitor (the projector). Many 
notebooks use a function key combina- 
tion to toggle the projector port on or 
off and set how you can use the dis- 
play. We recommend using the control 
panels in Win7: 

Right-click a blank area on the 
Desktop. 

Select Screen Resolution. 

Select the second display from the 

drop-down menu. 

Select Extend These Displays from 

the Multiple Displays drop-down 

menu. Your Desktop background 

should now appear on the projector. 



Win7 also has a pop-up display for 
selecting the content that is sent to the 
projector. Press the Windows-P keys 
to bring up the four possible selections: 

Computer only (turns the projector 
display off) 

Duplicate (mirrors your computer's 
Desktop on the projector) 

Extend (uses the projector as an ex- 
tension of your Desktop) 

Projector only (turns off your note- 
book's display and uses the projector 
as the main display) 

> VIDEO IS OUT OF RANGE 

When the projector can't reconcile a 
video signal from a notebook with its 
preset resolution, it displays an out-of- 
range message. To solve this in Win7: 

Right-click a blank area on the 
Desktop. 

Select Screen Resolution. 
Select the display associated with 
the projector (usually the second 
monitor). 

> Use the resolution drop-down 
menu to adjust the resolution to 
the correct value. Try 800 x 600 or 
1,024 x 768 as these are resolutions 
that many projectors can handle. 

> DISPLAY TURNS OFF 

If the projector's display turns off 
during your presentation, check your 
notebook's power management fea- 
ture, especially if you're running the 
notebook off of its battery. Whenever 
possible, use your AC adapter to run 
your notebook. 

> VIDEO WONT DISPLAY OR 
IS CHOPPY 

Your slide presentation works fine, but 
when you try to show a video, all you 
see is a blank window or a choppy ren- 
dition of the video. Trying to display 
a video on two monitors can be too 
much for a video card that has marginal 
graphics capabilities. If video isn't dis- 
playing correctly, change the Display 
settings to make the projector the pri- 
mary display. 
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Troubleshoot 

NOTEBOOK PROBLEMS 



It's obvious that notebook com- 
puters are different from desktops, 
but that doesn't mean you cannot 
solve some common problems with 
reasonable ease. We explored some 
common notebook operating issues 
and their fixes. All of these routines 
assume that Windows is fully up- 
dated; visit update.microsoft.com for 
current updates. 

> UNEXPECTED REBOOT 

Unexpected reboots usually occur 
because your Windows OS is set by 
default to reboot upon system failure. 
A reboot can also occur because an 
update restarts the system auto- 
matically, but this is something you 



should be warned about. If you were 
not installing updates prior to the re- 
boot, you should determine the cause 
of the system failure before things 
get worse. 

Upgrade Windows lately? An infre- 
quent, but possible, problem is BIOS 
incompatibility. If you upgraded to a 
new version of Windows on an older 
notebook, check with the manufacturer 
to see if you need a BIOS update. 

Just installed software or hard- 
ware? Another cause of reboots is 
software or hardware bugs or driver 
incompatibilities. If the problem 
began after you installed new hard- 
ware or software, or when you open 
a particular program, check with 



the manufacturer or developer for 
an update. 

> OVERHEATING 

Overheating can also cause note- 
book computers to spontaneously 
reboot or, more commonly, shut 
down entirely. Heat build-up can be 
caused by a combination of things, 
including dust build-up within the 
notebook case, excessive demands 
on a processor (typically from high- 
power or graphics-intensive ap- 
plications or video playing), and 
improper ventilation. If your note- 
book shuts down and you suspect 
the cause is overheating, let the 
notebook rest and cool off. If the 
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An occasional unexpected 
reboot is not necessarily 
cause for concern. 

With repeated spontaneous 
reboots, check for compati- 
bility with recently installed 
software or hardware. 

If a notebook shuts down 
from overheating, always 
let it rest for a while. 

Listen for constant or 
excessive fan noise as a 
clue to overheating. 

Notebooks have vents 
that need air. If exposing 
them doesn't halt over- 
heating, take the note- 
book to a technician. 

If a notebook won't turn on 
when unplugged, use the 
AC adapter to rule out a 
battery problem. 

If there are signs of life but 
the notebook won't power 
up, both battery and AC 
adapter might be shot. 

If the notebook doesn't 
shut down when you ex- 
pect it to, check the Power 
settings in the Windows 
Control Panel. 

Display problems almost 
always require a technician 
or replacement, but make 
sure the screen saver isn't 
set to Blank. 

CD/DVD drives can 
fail, but improperly seated 
discs and dust are solvable 
problems. 



J 



problem is ventilation, that is easily 
fixed by ensuring the notebook's 
vents are exposed. If you suspect 
an internal problem, listen for fan 
noise when running intensive pro- 
grams; if you hear constant or loud 
fan noise, give the notebook a break 
and take it to a technician at the 
next opportunity. 

>- SHUTDOWN ISSUES 

If you recently installed new soft- 
ware or hardware and your com- 
puter won't shut down normally, 
it is possible that a driver or a pro- 
cess related to the new addition is 
causing the problem. Uninstall the 
new software or hardware. If your 
computer shuts down normally, 
you can consult the developer/ 
manufacturer for a possible solu- 
tion to the installation problem. If 
Windows doesn't shut down when 
you expect it to, the solution may 
be as simple as adjusting your 
power settings. Right-click the bat- 
tery icon in the System Tray and 
select Power Options. Tweak such 
settings as Choose What Closing 
The Lid Does. 

> INABILITY TO POWER UP 

A dead notebook — one that fails to 
start (no BIOS messages) when you 
press the power button — could be the 
result of a number of things. 

Battery problem? Check to see if 
the notebook starts when you plug it 
into the AC adapter. If so, the battery 
is likely faulty. Remove the battery 
and replace it, making sure nothing 
is blocking the connectors. If that 
doesn't help, see if your notebook has 
a battery testing feature, such as HP's 
Battery Check. 

Any sign of life? Now, is the note- 
book entirely dead? Press the power 
button on the notebook and check 
for auditory and visual clues. Does 
the power light come on? If so, the 
machine is getting power. If not, 
then your AC adapter and/or bat- 
tery may be faulty. Use a compatible 
AC adapter and see if you can start 



the machine; if so, leave the adapter 
plugged in to make sure the battery 
charges correctly. 

> DISPLAY PROBLEMS 

If the display is dim or goes blank 
unexpectedly, check the power op- 
tions mentioned previously. Power 
saving modes can cause these be- 
haviors. Also, ensure that your 
screen saver is not set to Blank. 
For a blank display on boot, or if 
the previous solutions don't help, 
shut the system down and plug in 
an external monitor. If the external 
monitor display works, the note- 
book's video display may be faulty 
(this is rare unless there is visible 
damage). It's also possible a con- 
nection may be loose or damaged. 
If an external monitor doesn't 
work, the video adapter/chip may 
be faulty or unseated. If the display 
is scrambled or fails over a long 
period of operation, one or more 
of your memory chips may have 
failed or the video processor may 
be overheating. Video failure can 
also occur when the entire note- 
book overheats. If the display looks 
like there is liquid spreading out, 
it probably needs replacing. 

>- FAILED CD/DVD DRIVE 

If your drive is removable, make 
sure it is properly seated. Consult 
the drive's documentation if nec- 
essary. (This information is often 
available in the Support section of 
the notebook manufacturer's web- 
site.) You also may want to pur- 
chase a cleaner kit and clean the 
drive according to its instructions. 

> SERVICE IT 

Many of these solutions direct you to 
the service manual. Notebooks vary 
in configuration, making it impos- 
sible to provide generic instructions. 
Search for a service manual for your 
specific notebook model. If you are 
not comfortable with or can't find in- 
structions for repairs, seek profes- 
sional assistance. 
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Revive A 

DEAD SMARTPHONE 



> SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting 
your computer. Beware that a soft 
reset will cause you to lose data 
that isn't saved, but you will retain 
information previously stored on 
your smartphone. 

Android. Most Android models 
use a simple power cycle to perform 
a soft reset. Just turn the phone off 
and then back on again. 

BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 



When the screen goes blank, release 
the keys. 

BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 
for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

iPhone 4S. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 



goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't 
correct the problem, try removing the 
battery and replace it after 30 seconds. 

Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Op- 
tions, then select Soft Reset. If it is 
locked or frozen, hold the power but- 
ton and cycle the ringer button on and 
off three times. If that doesn't work, 
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press and hold the Orange, Sym, and 
R keys until the device reboots. Turn 
the phone off, remove the battery for 
10 seconds, reinstall the battery, and 
power the phone up. 

T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power/Lock button and then tap 
Restart. When asked to confirm, tap 
Restart again. If the phone does not 
restart, remove the batteries for 
30 seconds. 

All other smartphones. You can 
generally perform a soft reset by 
powering the phone off, removing 
the battery for 30 seconds, and pow- 
ering the phone on. 

> HARD RESET 

A hard reset is a last-ditch option that re- 
turns your phone to its factory settings, 
which means you will lose all data and 
installed applications. Before you per- 
form a hard reset, remove the memory 
card from your phone; that way you can 
recover data from the card later. 

Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, 
Factory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific 
options to perform a hard reset. 

BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 



icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 
three of the available checkboxes to per- 
form a complete wipe and reset the de- 
vice to factory condition. Type the word 
BlackBerry and click Wipe. 

Dell Venue. With the device turned 
off, press and hold the Volume Up and 
Volume Down buttons. Without re- 
leasing the buttons, press and hold the 
Power button. When the device con- 
figuration screen appears, release all 
buttons. Use the Volume Up or Down 
button to move to Factory Reset. Press 
the Camera button to select the Factory 
Reset option and start the reset process. 

Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap Reset 
Your Phone. Tap Yes, and then tap Yes 
again. If the screen is frozen, turn the 
device off. Press and hold the Volume 
Up-Down buttons and briefly press the 
Power key. When the screen displays 
instructions for resetting the device, re- 
lease the Volume Up-Down buttons. 

iPhone (all models). From the Home 
screen, tap Settings, General, Reset, and 
Reset All Settings. This resets all prefer- 
ences but retains applications and data. 
If that doesn't work, from the Home 
screen, tap Settings, General, Reset, 
Erase All Content, and Settings. This 
will delete all data and applications and 
return the iPhone to factory conditions. 

Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery mode. 
Next, press and hold the Volume Up- 
Camera key, select Wipe Data /Factory 
Reset, and then select Reboot Phone. 



Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 
menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

Motorola Backflip. Power the 
phone off. Press and hold the Power 
and Camera buttons. When the phone 
turns on, release the Power button 
but continue to hold the camera but- 
ton until prompted to release it. Next, 
press the Volume Down button. After 
about 15 seconds, a yellow triangle 
with an exclamation point will ap- 
pear. With your phone closed, tap 
the bottom-right corner of the dis- 
play and select Wipe Data /Factory 
Reset. Press OK and follow the on- 
screen instructions. 

Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the Vol- 
ume Up and Power buttons. When 
the Recovery Menu appears, use the 
Volume Down button to select Re- 
covery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is com- 
plete, power off the phone. Press 
and hold the Power /Lock- Volume 
Down keys for at least 15 seconds. 
The phone should turn back on and 
perform a factory reset. If the screen 
is frozen, or the phone doesn't turn 
back on, remove the battery, wait 30 
seconds, then reinstall the battery 
and try again. 
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The 

Traveler's 
911 Directory 



AIRLINES 


Information and reservations 


>Air Canada 


(800) 399-5838 


www.aircanada.com 


>Southwest Airlines 


mobile. aircanada.ca 


www.southwest.com 


Information and reservations 


mobile.southwest.com 


(888) 247-2262 


(800) 435-9792 


Baggage information 


TDD (800) 533-1305 


(888) 689-2247 


VSpirit Airlines 


V American Airlines 


www.spirit.com 


www.aa.com 


(800) 772-7117 


mobile.aa.com 


>United Airlines 


Reservations (800) 433-7300 


www.united.com 


TDD (800) 543-1586 


www.ua2go.com (mobile) 


Flight information 


Reservations 


(800) 223-5436 


(800) 864-8331 


Baggage delayed less 


International reservations 


than five days (800) 535-5225 


(800) 538-2929 


Ticket refund requests 


TDD (800) 323-0170 


(918)254-3777 


>[JS Airways 


VBritish Airways 


www.usairways.com 


www.britishairways.com 


Reservations to the 


ba2go.com (mobile) 


U.S. and Canada 


Information and reservations 


(800) 428-4322 


(800) 247-9297 


Reservations to 


>Delta Air Lines 


international destinations 


www.delta.com 


(800) 622-1015 


mobile.delta.com 


TDD (800) 245-2966 


Reservations 


Customer service 


(800) 221-1212 


(800) 943-5436 


Flight information 




(800) 325-1999 




Baggage information 


VEHICLE RENTALS 


(800) 325-8224 


> Advantage Rent A Car 


SkyMiles members 


www.advantage.com 


(800) 323-2323 


Reservations (800) 777-5500 


^Frontier Airlines 


TDD (800) 654-2280 


www.frontierairlines.com 


Customer service 


Reservations 


(888) 833-0754 


(800) 432-1359 


Roadside assistance 


Customer relations 


(800) 654-5060 


(800) 265-5505 


VAlamo Rent A Car 


VJetBlue Airways 


www.alamo.com 


www.jetblue.com 


(800) 462-5266 


mobile.jetblue.com 


TDD (800) 522-9292 


(800) 538-2583 


>Avis 


> Lufthansa 


www.avis.com 


www.lufthansa.com 


mobile.avis.com 


mobile.lufthansa.com 


Reservations (800) 331-1212 
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HAPPY TRAILS 



Intriguing Gear, New & Around The Bend 



I 



voco; 




VOCO LETS YOU STREAM 
EVERYTHING, EVERYWHERE 

> Claiming to be "the first of its kind," the Navvo Group's 
VOCO ( www.myvoco.com ) family of products let you stream 
and control audio and video from compatible mobile devices 
via your voice commands. VOCO products currently support 
your stored music collection as well as Last.fm, SKY.fm, and 
other radio services. Navvo Group plans to add Rhapsody, 
Pandora, Spotify, and SiriusXM support in early 2013. For 
video streaming VOCO currently supports YouTube with 
local video coming soon. Support for Blockbuster, Hulu, 
Netflix, Vudu, and many other video streaming services are 
expected in 2013. Using the free VOCO Controller App, you 
can remotely access every VOCO device in your home to 
control audio and video playback as long as you have a Wi-Fi 
connection. The VOCO family consists of the V-Zone ($249.99; 
streams music), the V-Zone+ ($349.99; streams audio and 
video), and the V-Spot ($449.99; streams audio and video, 
features five built-in speakers for enhanced audio). Other 
VOCO products are available, as well, that can be used for 
music playback or in high-quality home theater setups. 



T-MOBILE RELEASES TWO $50 
ANDROID SMARTPHONES 

> If you've been waiting to jump on the 
smartphone bandwagon because the price 
wasn't right, then T-Mobile ( www.t-mobile 
.com ) has options that may appeal to you in 
the form of the myTouch and the myTouch Q 
(pictured). Both phones have 2GB of memory 
with support for up to 32GB of expandable mi- 
croSD memory, 512MB of RAM, and Android 
2.3 Gingerbread installed. The phones also 
feature 5MP cameras (myTouch Q's camera 
has an LED flash), and 4G-compatibility. The 
myTouch has a 3.8-inch touchscreen display 
while the myTouch Q features a 3.5-inch 
touchscreen and a full slide-out QWERTY 
keyboard. Although these phones won't blow 
other smartphones out of the water, they are 
reasonably powerful, simple, and less-expen- 
sive alternatives to many of the higher-end 
devices on the market. 



78 October 201 2 / www.pctoday.com 




Get PC Today On Your iPad 
Anytime, Anywhere 

It's Free, Easy & Convenient 



PC Today 
Is The Essential 
Monthly Guide To 
Business Technology 
For Executives & 
Company Owners 



With the FREE iPad app, you can read the latest issue of PC Today or catch up on back issues, 

all at no charge. The app includes an offline reading mode and both portrait and landscape viewing. 



Download the PC Today iPad app from the Apple Newsstand in iOS 5, the Apple App Store on your 
iPad, or www.itunes.com/appstore on your computer. 



□ Available on the 
App Store 



SUPERMICR 



SYS-F617R2-F Series 
4U,8Nodes 
Frontl/O 



8 Hot-Swap 3.5" HDDs supported in Vi of 2U (1 U) 
1 35W CPU supported @ 35°C and 1 30W CPU supported @ 47°C 
Optimized for free-air cooling (PUE-1 .1) 
Redundant Platinum Level (-95%) Digital High-Efficiency Power Supplies 
High-Fffkiency BBP™ support Eliminate bulky UPS systems 
Front and Rear I/O Options available 






Super Computing 201 2 

Salt Lake City, Utah 
Salt Palace Convention Center 

Come visit us @ Booth 81 7 



Nov. 12-15 



SYS-F627R3-F Series 
4U, Modes 
Frontl/O 





Xeon 
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